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The third Democratic presidential debate opened with an
apology and ended with compliments. For months, the
Democratic primary contest has been a relatively civil

affair - offering a tone that party leaders see as a much-needed
contrast to the raucous Republican field. A day after a ran-
corous dispute over a breach of private campaign data by
Vermont Sen Bernie Sanders’ campaign roiled the Democratic
Party, a political truce between Hillary Clinton and Sanders
largely held - even as Sanders’ aides seemed itching for a more
aggressive confrontation with the frontrunner. “I apologize to
Secretary Clinton,” said Sanders. “This is not the type of cam-
paign that we run.”

Mindful of the grassroots support she’ll need to fuel a gen-
eral election bid should she capture the nomination, Clinton
accepted his apology, instead, keeping her criticism carefully
aimed at her GOP rivals - particularly businessman Donald
Trump. “I’m very clear that we have a distinct difference
between those of us on this stage tonight and all of our
Republican counterparts,” she said, in her opening remarks. “We
have to prevent the Republicans from rolling back the progress
that we’ve made.”

Clinton’s brush-off of the data breach controversy under-
scores her confidence in a race in which Sanders is struggling
to regain momentum as it shifts away from an economic mes-
sage - the core of his campaign - to one over national security,
because of attacks in Paris and San Bernardino, California.
Sanders’ pledge to avoid personal attacks in favor of policy dis-
putes has seemed to frustrate his aides at times, who have
occasionally gone on the offensive on their own. Earlier this
month, they pulled digital ads linking Clinton to Wall Street.
Sanders also apologized earlier this year after his senior
staffers publicly remarked that Clinton would make a good
vice president.

The Sanders campaign’s handling of the data breach this
week emphasized the apparent disconnect between the can-
didate and his staff. His aides came out swinging on Friday
after revelations that their staffers stole some of Clinton’s voter
data, using a clumsy response by the Democratic National
Committee to charge party leaders with favoritism and insinu-
ate that her campaign also lifted some of their information.
Sanders did not follow their lead. Instead, he chose to forgo the
political opportunity, just as he did in the first debate when he
dismissed controversy over Clinton’s use of a private email serv-
er as secretary of state.

Challenges 
The apparent distance between Sanders and his aides may

be designed to benefit their candidate by disassociating him
from the kind of political tactics that could undermine his
truth-telling reputation. But it also highlights the organization-
al challenges Sanders faces as he tries to turn an insurgent can-
didacy into a campaign that can topple a world famous politi-
cal celebrity with a solid double-digit lead.

Clinton has moved quickly to capitalize on the new focus of
the race, touting her experience as secretary of state and cast-
ing herself as an experienced hand in a dangerous world - an
argument her aides believe will play well against both Sanders
and non-establishment GOP contenders like Trump. She also
tackled economic issues, emphasizing differences, not so
much with her Democratic rivals, as with the GOP. “Now, this is
getting to be fun,” said Sanders, after Clinton resisted efforts by
the moderators to cut her off during a dispute over taxes.

Over the next six weeks, it will become clear if Democratic
voters agree. But while most polls have Clinton leading by
more than 20 percentage points nationally, the contest
remains tight in the crucial early voting states of Iowa and New
Hampshire, the latter in which Sanders has an advantage as
the longtime senator of neighboring Vermont. His aides
believe that wins in those two states would give them momen-
tum heading into the next contests in South Carolina and
Nevada, territory where he’s struggled to gain traction over the
former first lady.

Sanders’ campaign has successfully turned grassroots ener-
gy into a sizable war chest, announcing last week that it had
received 2 million contributions - a milestone only matched by
President Barack Obama in his re-election campaign. But to
turn that level of early energy into a national victory, Sanders
must find a way to expand his appeal in a race in which eco-
nomic uncertainty is increasingly taking a back seat to security
concerns.

Though there were moments of tension over national secu-
rity in Saturday night’s debate, Sanders failed to score a clear hit
on Clinton. On national security, he reiterated years-old criti-
cism of her vote for the 2003 Iraq invasion, accusing her of
being “too much into regime change”. Clinton quickly shot
back: “With all due respect, Senator, you voted for regime
change with respect to Libya.” —AP
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By Garance Burke

Security researcher Brian Wallace was on the
trail of hackers who had snatched a California
university’s housing files when he stumbled

into a larger nightmare: Cyberattackers had opened
a pathway into the networks running the United
States’ power grid. Digital clues pointed to Iranian
hackers. And Wallace found that they had already
taken passwords, as well as engineering drawings
of dozens of power plants, at least one with the title
“Mission Critical”. The drawings were so detailed
that experts say skilled attackers could have used
them, along with other tools and malicious code, to
knock out electricity flowing to millions of homes.

Wallace was astonished. But this breach, AP has
found, was not unique. About a dozen times in the
last decade, sophisticated foreign hackers have
gained enough remote access to control the opera-
tions networks that keep the lights on, according to
top experts who spoke only on condition of
anonymity due to the sensitive nature of the sub-
ject matter.

The public almost never learns the details about
these types of attacks - they’re rarer but also more
intricate and potentially dangerous than data theft.
Information about the government’s response to
these hacks is often protected and sometimes clas-
sified; many are never even reported to the govern-
ment. These intrusions have not caused the kind of
cascading blackouts that are feared by the intelli-
gence community. But so many attackers have
stowed away in the largely investor-owned systems
that run the US electric grid that experts say they
likely have the capability to strike at will.

And that’s what worries Wallace and other
cybersecurity experts most. “If the geopolitical situ-
ation changes and Iran wants to target these facili-
ties, if they have this kind of information it will make
it a lot easier,” said Robert M Lee, a former US Air
Force cyberwarfare operations officer. 

In 2012 and 2013, in well-publicized attacks,
Russian hackers successfully sent and received
encrypted commands to US public utilities and
power generators; some private firms concluded
this was an effort to position interlopers to act in
the event of a political crisis. And the Department of
Homeland Security announced about a year ago
that a separate hacking campaign, believed by

some private firms to have Russian origins, had
injected software with malware that allowed the
attackers to spy on US energy companies.

Backdoors
“You want to be stealth,” said Lillian Ablon, a

cybersecurity expert at the RAND Corporation.
“That’s the ultimate power, because when you need
to do something you are already in place.” The hack-
ers have gained access to an ageing, outdated pow-
er system. Many of the substations and equipment
that move power across the US are decrepit and
were never built with network security in mind;
hooking them up to the Internet over the last
decade has given hackers new backdoors in.
Distant wind farms, home solar panels, smart
meters and other networked devices must be

remotely monitored and controlled, which opens
up the broader system to fresh points of attack.

Hundreds of contractors sell software and
equipment to energy companies, and attackers
have successfully used those outside companies as
a way to get inside networks tied to the grid.
Attributing attacks is notoriously tricky. Neither US
officials nor cybersecurity experts would or could
say if the Islamic Republic of Iran was involved in
the attack Wallace discovered involving Calpine

Corp, a power producer with 82 plants operating in
18 states and Canada.

Private firms have alleged other recent hacks of
networks and machinery tied to the US power grid
were carried out by teams from within Russia and
China, some with governmental support. Even the
Islamic State group is trying to hack American pow-
er companies, a top Homeland Security official told
industry executives in October. The attack involving
Calpine is particularly disturbing because the cyber-
spies grabbed so much, according to previously
unreported documents and interviews.

Cybersecurity experts say the breach began at
least as far back as Aug 2013. Calpine spokesman
Brett Kerr said the company’s information was
stolen from a contractor that does business with
Calpine. He said the stolen diagrams and pass-

words were old - some diagrams dated to 2002 -
and presented no threat, though some outside
experts disagree. Kerr would not say whether the
configuration of the power plants’ operations net-
works - also valuable information - remained the
same as when the intrusion occurred, or whether
it was possible the attackers still had a foothold.

The hackers stole user names and passwords
that could be used to connect remotely to
Calpine’s networks, which were being maintained

by a data security company. Even if some of the
information was outdated, experts say skilled
hackers could have found a way to update the
passwords and slip past firewalls to get into the
operations network. Eventually, they say, the
intruders could have shut down generating sta-
tions, fouled communications networks and pos-
sibly caused a blackout near the plants.

They also took detailed engineering drawings
of networks and power stations from New York to
California - 71 in all - showing the precise location
of devices that communicate with gas turbines,
boilers and other crucial equipment attackers
would need to hack specific plants. Cylance
researchers said the intruders stored their stolen
goods on seven unencrypted FTP servers requir-
ing no authentication to access details about
Calpine’s plants. Jumbled in the folders was code
that could be used to spread malware to other
companies without being traced back to the
attackers’ computers, as well as handcrafted soft-
ware designed to mask that the Internet Protocol
addresses they were using were in Iran.

Calpine didn’t know its information had been
compromised until it was informed by Cylance,
Kerr said. Iranian UN Mission spokesman Hamid
Babaei did not return calls or address questions
emailed by AP. Cylance notified the FBI, which
warned the US energy sector in an unclassified
bulletin last December that a group using Iran-
based IP addresses had targeted the industry.

Homeland Security spokesman SY Lee said
that his agency is coordinating efforts to strength-
en grid cybersecurity nationwide and to raise
awareness about evolving threats to the electric
sector through industry trainings and risk assess-
ments. As Deputy Secretary Alejandro Mayorkas
acknowledged in an interview, however, “we are
not where we need to be” on cybersecurity.

That’s partly because the grid is largely pri-
vately owned and has entire sections that fall
outside federal regulation, which experts argue
leaves the sector poorly defended against a
growing universe of hackers seeking to access its
networks. As Deputy Energy Secretary Elizabeth
Sherwood Randall said in a speech earlier this
year, “If we don’t protect the energy sector, we
are putting every other sector of the economy in
peril.”  —AP 

US power grid vulnerable to foreign hacks

By Philip Issa

Lebanon’s trash collection crisis which set
off huge protests this summer is entering
its sixth month, but you would hardly

know it in Beirut. Not only are the capital’s
streets kept relatively garbage-free, but the
country’s politicians appear in no hurry to
resolve the catastrophe. Instead, trash is pushed
to the periphery, piled in hills near the mouth of
the city’s river, attracting a fly infestation that
has plagued Beirut’s easternmost residents
since early November.

On the other side of the river, trash mounds
along the bank reach the height of roadway
overpasses. “The situation is disastrous,” said
Rachid Rahme, a physician at Lebanon’s Sacre
Coeur Hospital. “I don’t like to get involved in
politics, but I’m sure they could find a way to
deal with it rather than dealing with it in this
way.”

Frustration over the mounting garbage
sparked a protest movement under the ban-
ner “You Stink,” an epithet aimed at the govern-
ment, which brought tens of thousands of
demonstrators into Beirut’s streets over the
summer. The collection crisis erupted in July
after authorities closed the primary landfill for
Beirut and the surrounding coastal gover-
norate without providing an alternative.

The demonstrations were a catharsis of
discontent directed at the political class, which
has walled itself off from popular opinion and
failed to provide other basic services such as
water, electricity and drainage. But those

protests have largely fizzled out, owing to a
mix of canny political maneuvering and
repressive crackdowns. In September, young
men openly identifying themselves as sup-
porters of the country’s Parliament speaker
descended on the protesters, carrying knives
and throwing punches and stones. Every time

demonstrators attempted to approach the
parliament building, security forces fired their
weapons into the air, sprayed tear gas and
water cannons, and arrested dozens.

To a country still accustomed to spasms of

violence, twenty-five years after the formal
conclusion of its civil war, the threat of disorder
scared protesters off. “The political authorities
played it smart to defuse us,” said Assad
Thebian, one of the organizers behind the
politically unaffiliated campaign. The state’s
fastidious efforts to keep the capital’s streets

clean also helped pacify the population. The
latest initiative to solve the crisis, a proposal to
export the waste, appears set to run aground,
after a minister complained about its exorbi-
tant cost. Prime Minister Tammam Salam’s

Cabinet will deliberate the proposal Monday,
but without a president of the republic, Salam
has been hesitant to authorize decrees with-
out consensus.

Agriculture Minister Akram Chehayeb, one
of the architects of the plan, says the country
has no choice but to export after a tortured
national process to open new landfills col-
lapsed. “There’s no trust in the government, so
the people refused to accept sanitary landfills.
And until we restart government institutions
and elect a president, we are stuck with the
most expensive solution,” he said. The country
has not had parliamentary elections since
2009 and has failed to elect a president since
2014.

With over one million war refugees enter-
ing Lebanon from neighboring Syria since
2011 and the country’s parties openly allied
with rival sides in that conflict, Lebanon’s
politicians say they have to move cautiously to
preserve the fragile political balance. A few
municipalities have launched their own recy-
cling initiatives, but many others are simply
burning their garbage, often in residential
areas. Air contamination in these areas is now
more than 400 times worse than pollution in
the country’s industrial areas, a recent study by
the American University of Beirut revealed.

Rahme said the consequences can be dis-
astrous and already gastroenteritis cases are
up 30 percent since last year. “There are other
diseases that can happen ... It can cause cancer
in the long run and asthma in the short term,”
he warned. —AP

Lebanon’s trash disaster continues

In this Dec 17, 2015 photo, a car passes by a pile of garbage in Karantina in
east Beirut. —AP

In this May 20, 2015 photo, system control center operator Ryan Cox sits at
his computer workstation at an AEP Transmission Operations Center in New
Albany, Ohio. —AP


