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SEOUL: In this Thursday July 16, 2015, file photo, South Korean high school students play games on their smartphones on a bench on the sidewalk in Seoul, South Korea. — AP

SEOUL: South Korea is deciding whether it will
allow parents to opt out of installing a monitor-
ing app on their children’s smartphones fol-
lowing criticism the system encourages a sur-
veillance culture and has security flaws. Korea
Communications Commission chairman Choi
Sungjoon said yesterday that parliament is
considering the issue.

South Korea enacted a law in April to require
mobile companies and parents to install one of
about a dozen apps that filter objectionable

material when people aged 18 or younger pur-
chase a smartphone. South Korea has not
allowed any exceptions. Japan has a similar law
but allows parents to opt out.

Critics said the law legalized surveillance of
children and jeopardized privacy. Many of the
apps not only blocked content that authorities
deemed to be unfit for children but also collect-
ed data such as web browsing history. The
commission faced heavy criticism when gov-
ernment-sponsored Smart Sheriff, the most

popular of the apps, was revealed to have seri-
ous security flaws. Experts at Internet watchdog
group Citizen Lab and German software audit-
ing firm Cure53 warned in September that
Smart Sheriff’s weak security left the door wide
open to hackers and put the personal informa-
tion of some 380,000 users at risk. Smart Sheriff
was later pulled from the market and it stopped
new downloads from November.

In addition to giving an opt-out option to
parents, the proposal by 10 lawmakers submit-

ted in October said mobile companies must
explain to parents the functions of monitoring
apps in detail, including the type of personal
information collected from children.

Choi, the communications regulator, said
the government should continue to play a role
in protecting young smartphone users against
harmful content. “I think we have a general
understanding that blocking these obscene
materials for the kids is good for their personal
growth,” he said. — AP

South Korea considers opt

out for child monitoring app

WASHINGTON: A leading US-based technology
industry group on Thursday, in its first statement since
last week’s Paris attacks, rejected calls to give US law
enforcement authorities backdoor keys to let them
circumvent encryption technology for cellphones.

Weakening encryption to help the government
monitor electronic communications in the name of
national security “simply does not make sense,” the
Information Technology Industry Council said in a
statement released to Reuters.

“After a horrific tragedy like the Paris attacks, we
naturally search for solutions: weakening encryption is
not a solution,” said Dean Garfield, president of the
Washington-based organization, which represents
Apple, Google, Microsoft and dozens of other blue-
chip tech companies. The attacks in Paris last Friday
killed 129 and wounded hundreds. The Islamic State
militant group has claimed responsibility.

Some US intelligence officials and lawmakers have
seized on the assault to rekindle a debate about
whether tech companies should cooperate with
authorities by building “backdoors” into encrypted
devices and platforms.

Government authorities have said the growing
prevalence of encrypted email and messaging plat-
forms, such as iMessage or WhatsApp, hamstring their

ability to monitor criminal suspects and thwart mili-
tant plots.Despite early reports the Paris attackers
relied on encryption, no hard evidence has emerged
they used any particular form of secure messaging. A
mobile phone recovered by French authorities at the
scene of one of the attacks and believed to be linked
to one of the suspects was found with an unencrypted
text message, according to French media.

Last month, the White House abandoned an effort
to lobby tech companies and Congress to allow law
enforcement and intelligence officials backdoor
access to encrypted messaging.  The idea has re-
emerged in the wake of Paris, but congressional aides
say federal legislation on the issue remains unlikely.

Privacy advocates, tech companies and security
researchers say backdoors would expose data to mali-
cious hackers. “Encryption is a security tool we rely on
every day to stop criminals from draining our bank
accounts, to shield our cars and airplanes from being
taken over by malicious hacks,” Garfield said in his
statement. “We deeply appreciate law enforcement’s
and the national security community’s work to protect
us, but weakening encryption or creating backdoors
to encrypted devices and data for use by the good
guys would actually create vulnerabilities to be
exploited by the bad guys.” — Reuters

TARTU: NATO nations and allies are
battling malware in tablets and
infected devices this week in the
alliance’s largest cyber drill to date
aimed at improving members’ data
privacy in crisis situations. Some 400
participants from 33 countries were
focused on solving scenarios includ-
ing attacks on high-ranking officers’
computer equipment during an
exercise at a cyber-range in Tartu,
Estonia’s second-largest city.

“The idea is to replicate dynamics
and threats that are real,” said Lt.
Col. Christian Braccini, a researcher
from the NATO cyber think tank and
training center in the capital, Tallinn.
The five-day Cyber Coalition 2015
exercise, which ends Friday, includ-
ed teams from non-NATO members
Austria, Finland and Sweden, with
Georgia, Japan and Jordan as
observers.

It comes amid a flourish of NATO
activity and recent visits by NATO
Secretary-General Jens Stoltenberg
to the region, where Nordic and

Baltic countries have watched
Russia’s increasing military presence
in the Baltic Sea with increasing
trepidation.

US Navy Commander Robert
Hoar, head of the NATO drill on
behalf of the Allied Command
Operations, stressed the scenarios
do not include attacking or defend-
ing. He says teams were given realis-
tic “story lines” to solve, including
cyberattacks on devices. “The focus
of the exercise is not competition,
it’s collaboration,” Hoar told
reporters.

Participating nations have at
least one representative at the high-
security cyber exercise range in
Tartu, 190 kilometers (120 miles)
southeast of Tallinn. It is the third
time such an event was held in
Estonia, one of the most wired and
technologically advanced countries
in the world. Estonia itself was tar-
geted in 2007 by hackers in one of
Europe’s first major organized
cyberattacks. — AP 
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