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Kaspersky Lab discovers 
vulnerability in popular 

energy equipment 
DUBAI: While performing a security assessment for one of its
clients in the critical infrastructure sector, the Kaspersky Lab
Security Services team discovered an important vulnerability.
The CVE-2016-4785 vulnerability could allow an attacker to
remotely obtain a limited amount of device memory content
from relay protection equipment. The vulnerability was
reported to Siemens, the equipment vendor, and has already
been patched. 

The vulnerability was discovered in the network module of
a Siemens SIPROTEC 4 protection relay - a device that is widely
used in the energy sector to protect the grid against short-cir-
cuits or critical power loads. A successful attack through this
vulnerability would allow an attacker to remotely read some
of the device’s memory content through the module. This
information could be used for further attacks.  

Siemens has acknowledged the vulnerability and has
released an advisory with useful instructions on mitigation
and updates. Kaspersky Lab urges any security specialists
working for organizations that use this kind of equipment,
to pay close attention to the advisory and follow its recom-
mendations. 

“Finding vulnerabilities like this is not our primary job, but
experience shows us that when we undertake security assess-
ment procedures, it’s almost inevitable that we will find some-
thing. The end user of vulnerable products usually has noth-
ing to do with the vulnerability itself, and remains at risk of
attack even if other parts of the IT infrastructure are organized
and tuned rather well. For these reasons it’s our responsibility
to report on every security weakness we find during our day
to day work. This is a key part of our contribution to the securi-
ty community. We would also like to thank ICS CERT for coor-
dinating the disclosure of this vulnerability, and Siemens for
its swift reaction to the news,” - said Sergey Gordeychik
Deputy CTO, Services at Kaspersky Lab.

During the last 12 months, Kaspersky Lab experts have
responsibly disclosed more than 20 vulnerabilities in different
hardware and software products: from consumer devices to
industrial control systems and vehicle and railway routers.

Finding potential weaknesses in IT or industrial infrastruc-
ture is the key benefit of Penetration Testing and Security
Assessment services, offered under the Kaspersky Security
Intelligence Services umbrella. These services also include a
diverse set of products aimed at faster delivery of security
expertise to businesses: Security Training, Digital Forensics,
Threat Data Feeds and Intelligence reporting. These services
help companies to support all key aspects of cyber resilience
strategies, including threat prevention and detection, attack
response and prediction. More information about Security
Intelligence Services can be found at Kaspersky Lab’s website. 

SAN JOSE: Following a meeting between
Saudi Deputy Crown Prince Mohammed bin
Salman, Cisco Executive Chairman John
Chambers, Cisco Chief Executive Officer
Chuck Robbins and Cisco Saudi Arabia
Managing Director Abdullah Al-Swaha, Cisco
signed a Memorandum of Understanding
(MoU) with the Saudi Ministry of Commerce
and Investment that sets a roadmap for an
accelerated pace of digital transformation in
the Kingdom.

The MoU serves as a partnership frame-
work and underlines Cisco’s strategic com-
mitment in support of Saudi Arabia’s

efforts to drive digital transformation at a
country-wide level. Digitization will play an
important role as the Kingdom focuses on
diversifying its economy and achieving its
ambitious “Vision 2030” agenda, launched
last April.

“This partnership reflects the Saudi gov-
ernment’s priority focus on embracing digi-
tal transformation and capturing the many
opportunities presented by country digitiza-

tion,” said Dr Majid bin Abdullah Al-Qasabi,
Minister of Commerce and Investment for
Saudi Arabia. “Developing a vibrant digital
economy is a key pillar of our economic
diversification plan and collaborating with
global technology leaders is essential to
bring expertise and know-how to our pro-
gram of development.”

The memorandum outlines a multi-
pronged approach through which Cisco
will help accelerate Saudi Arabia’s digital
agenda and position the country for long-
term prosperity in the digital age. Through
their partnering, Saudi Arabia and Cisco will

identify a number of collaborative opportu-
nities in areas that include developing
national IT infrastructure, accelerating busi-
ness innovation, stimulating startups and
enhancing research and education.

“Saudi Arabia has a bold plan for foster-
ing an innovation, talent and entrepreneur-
ship ecosystem that will shift the economy
towards greater private sector participation
and a more market-based approach,” said

John Chambers, Cisco’s Executive
Chairman. “The government and leadership
have shown great appreciation of the
importance of digitization as a pathway to
prosperity and to the achievement of their
vision. This lays a strong foundation for
Kingdom’s success and we are honored to
collaborate closely with them to realize the
immense benefits that Saudi Arabia’s accel-
erated digital journey will deliver.”

Saudi Arabia is the largest technology
market by far in the Middle East and with a
young, fast-growing demographic, its mar-
ket is weighted heavily towards technologi-
cally literate early adopters. Its strategic
location also offers advantages of a tech-
nology hub that caters to over 350 million
Arabic-speakers in the region.  Abdullah Al-
Swaha, Managing Director, Cisco Saudi
Arabia, commented, “Since we started
operating in Saudi Arabia nearly 20 years
ago, we have been committed to investing
in long-term programs that support eco-
nomic growth and greater Saudi workforce
participation. As Saudi Arabia embarks on
an exciting new phase of development, our
country digitization acceleration program
will unlock unprecedented opportunities
that harness the power of technology to
deliver real, sustainable value to the
Kingdom and its citizens.”

As part of the collaboration, Cisco will
make its global expertise in smart transfor-
mation, digital government, and connected
healthcare and education available to the
Kingdom. Cisco will also play a leading role
in the development of Saudi Arabia’s ICT
infrastructure, increasing digital skills and
awareness and supporting the alignment
of investment with government priorities.

Cisco recently conducted a Saudi Arabia
‘Digital Value at Stake’ analysis, based on
detailed use cases across the Public and
Private sector, which revealed a $124.1 bil-
lion value opportunity over the next 10
years for Saudi Arabia - representing over
0.27 percent additional GDP growth. It also
highlighted the areas of digitization, IP con-
nectivity, security, Smart Cities and the
Internet of Things (IoT) as having the
potential to create sustainable and positive
impact across the Kingdom.

The Cisco(r)  Country Digitization
Acceleration (CDA) strategy is a long-term
commitment to a partnership with nation-
al leadership, industry and academia to
deliver real outcomes faster and more
effectively.  It  aims to accelerate the
national digitization agenda to grow GDP,
create new jobs and invest in a sustainable
innovation ecosystem across public and
private sectors.

Cisco is the worldwide technology
leader that has been making the Internet
work since 1984. Our people, products, and
partners help society securely connect and
seize tomorrow’s digital opportunity today.
Discover more at newsroom.cisco.com and
follow us on Twitter at @Cisco.

Cisco and the Cisco logo are trademarks
or registered trademarks of Cisco and/or its
affiliates in the US and other countries. A
listing of Cisco’s trademarks can be found
at www.cisco.com/go/trademarks. Third-
party trademarks mentioned are the prop-
erty of their respective owners. The use of
the word partner does not imply a partner-
ship relationship between Cisco and any
other company.  

Cisco partners with Saudi 
to accelerate digitization 
MoU to support Kingdom’s efforts to drive GDP growth, foster innovation

SAN JOSE: During the signing of MoU between Saudi Arabia and Cisco.

SAN JONE: Cisco Chief Executive Officer Chuck Robbins and Cisco Saudi
Arabia Managing Director Abdullah Al-Swaha sign a Memorandum of
Understanding (MoU).

EU, US agree changes 
to strengthen data 
transfer agreement

BRUSSELS: The European Union and the United States have agreed
changes to a data transfer pact that is key to transatlantic business,
including stricter rules for companies holding information on
Europeans and clearer limits on US surveillance.

The revised EU-US Privacy Shield was sent for review by
European member states overnight. They are expected to hold a
vote in early July, several EU sources said, at which point it will
enter into force.

Cross-border data transfers by businesses include payroll and
human resources information as well as lucrative data used for tar-
geted online advertising, which is of particular importance to tech
companies. However, revelations of mass US surveillance practices
three years ago caused political outrage in Europe and fuelled dis-
trust of big US tech companies such as Facebook, Google and Apple.

Brussels and Washington rushed to hammer out the data pact
after the EU’s highest court last year struck down the previous
system, Safe Harbour, on concerns about mass US surveillance
practices, threatening data flows that are key to billions of dollars
of business.

For 15 years Safe Harbour allowed both US and European firms
to get around tough EU data transferral rules by stating they com-
plied with European privacy standards when storing information on
US servers. EU privacy regulators expressed concern about an initial
deal struck in February. —Reuters


