
WASHINGTON: A wing of the US
Depar tment of Energy focused on
breakthrough technologies may soon
give bil l ionaire entrepreneur Elon
Musk’s most recent foray into energy
storage a run for its money, the unit’s
director said.

Advanced Research Projects Agency-
Energy, or ARPA-E, which funds projects
meant to transform energy markets,
has made huge strides over the last few
years on next-generation batteries that
could make electric cars and renewable
energy cheaper and more accessible,
Ellen Williams said in an interview this
week.

The battery division of Musk’s Tesla
Motors turned a profit in the fourth
quarter, after the first shipments of its
rechargeable products helped to
reduce losses from the company’s auto
business. Its Powerwall batteries store
energy that homes and small business-
es generate with solar panels.  The
Powerpack model is designed for large
commercial facilities.

Risky projects 
Williams said her agency has helped

kickstart a dozen high-risk projects
based on newer technologies that
could soon outperform Tesla batteries.
“What Musk has done that is creative
and important is drive the learning
curve. He’s decided to take an existing,
pretty powerful battery technology and
start producing it on a very large scale,”
she said.

“But it’s not technology innovation
in the sense of creating new ways of
doing it. We are pretty well convinced
that some of our technologies have the
potential to be significantly better,”
Williams said. Batteries are in a “Wild
West” phase, said Colin Wessells, chief
executive of Alveo Energy,  a San
Francisco area startup developing a
high power, long lifecycle battery tech-
nology for renewable energy and
microgrids, or localized groupings of
energy providers.

Only five energy grid storage batter-
ies have been commercial ized as
researchers and budding entrepreneurs
race to bring new technologies to mar-
ket, he noted. Wessells, whose company
has ARPA-E support, said huge manu-
facturing advances will speed up the
commercialization of battery products.

“We are in a burst of innovation right
now,” he said at his exhibition stand at
the ARPA-E conference outside of
Washington this week. “Five years from
now there will be a few technologies

out there that nobody saw coming.”
ARPA-E is set to get a huge boost

after the United States and 19 other
countries launched Mission Innovation
at the United Nations climate summit in
Paris late last year. The governments
pledged to double spending on clean
energy research and development over
the next five years. The United States
will boost its overall energy research
and development budget to $12.8 bil-
lion by 2021.

ARPA-E was launched in 2009 with a
budget of $400 million and a mandate
to fund the most cutting edge tech-
nologies.  President Barack Obama’s
budget request for 2017 would increase
its allocation to $1 billion in five years.
“With that increased budget we can
definitely make a difference,” said
Williams.

Staying focused 
ARPA-E funds projects for three years

at a time, focusing on commercializing
new and exciting ideas and training
researchers to pitch them in ways
investors can understand. This differs
from traditional academic research,
which tends to take too long, Williams
said, noting that scientists “always focus
on the next problem.”

“What we do that is very different is
we really set a target to get something
specific done in a specific period of
time,” she said. Williams said ARPA-E
aims to steer projects away from what
Microsoft Corp founder Bill Gates called
a “valley of death” of failures between
the early promise of a new energy con-
cept and commercializing it  into a
viable technology that exists in the
clean energy sector.

Gates, who launched a multibillion-
dollar clean energy research initiative
alongside Mission Innovation in Paris,
said last week the money that he and
other entrepreneurs will invest in clean
energy R&D will “complement govern-
ment research” to deliver “energy mira-
cles.” Some of these miracles may come
out of ARPA-E suppor ted labs and
workshops, Williams said.

Besides energy storage, ARPA-E’s
research projects include using robots
and drones to help develop more sus-
tainable sorghum-based biofuels, and
using sensors to make heating and air
conditioning systems more energy effi-
cient. The agency has funded projects
in all 50 states. “These concepts are way
out-there now, but in a few years from
now they may be the way things work,”
she said. — Reuters 
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LOS ANGELES: Information contained in an
encrypted iPhone could help finally answer
whether there was a third assailant in the San
Bernardino terror attack that killed 14 people,
according to court papers filed by the coun-
ty’s district attorney. San Bernardino Police
Chief Jarrod Burguan said Friday that the
question of a third attacker has nagged inves-
tigators despite no supporting evidence.

“We’ve never been able to completely
eliminate it,” he said. “We know we have some
witnesses that said they thought they saw
three ... some saw two, some saw one. The
majority said two, and the evidence we have
up to this point only supports two.” Still, he
said investigators would like to definitively
answer the question, and unlocking the
phone could help do that.

Syed Rizwan Farook and his wife, Tashfeen
Malik, opened fire Dec. 2 at an annual training
of his San Bernardino County co-workers.
They died hours later in a shootout with
police. The 14 people killed marked the dead-
liest terror attack on US soil since Sept 11,
2001. In a brief filed in federal court Thursday,
San Bernardino County District Attorney
Michael Ramos cited two 911 calls reporting
three perpetrators during the attack.

“The information contained solely on the
seized iPhone could provide evidence to
identify as of yet unknown co-conspirators ...”
according to Ramos’ brief. The brief also sug-
gested that the county-owned iPhone used
by Farook may have introduced a “lying-dor-
mant cyber pathogen” endangering the
county’s computer network. Burguan said
he’s never heard that theory and knew of no
problems.

Possible but unlikely 
Such a breech is technically possible but

unlikely, said David Meltzer, a computer secu-
rity expert and chief research officer at
TripWire, a commercial IT security firm. If an
employee wanted to introduce malicious
software into the county’s network, Meltzer
said they would be more likely to use a desk-
top or laptop PC because it’s easier to down-
load and manipulate malicious code on a
PC’s operating system.

The district attorney is among many
weighing in on the fight between Apple and
the government ahead of a March 22 hear-
ing in which Apple is asking a judge to
reverse an order requiring the company to
create a software program that overrides

iPhone security features. Apple says unlock-
ing Farook’s phone would make all other
iPhones more vulnerable to future attacks. In
a letter to Apple CEO Tim Cook cited in
another court brief, Mark Sandefur - the
father of one of the men killed in the terror
attack - also cited reports of three attackers,
saying the phone must be unlocked.

“Several of the survivors tell me bone-
chilling stories of where they were, and what
they saw,” Sandefur wrote. “Some of them
describe in precise detail, laying on the floor,
hiding under furniture and the bodies of
their co-workers, that they saw three
assailants, not two, walking around in heavy
boots as they carried out their murders.
“What if there is evidence pointing to a third
shooter?” Sandefur wrote. “What if it leads to
an unknown terrorist cell? What if others are
attacked, and you and I did nothing to pre-
vent it?”

Among those backing Apple are civil lib-
erties advocates and some of the company’s
biggest competitors, including Google,
Microsoft and Facebook. The last of the 22
surviving victims of the attack was released
from the hospital Thursday, the Press
Enterprise reported. — AP 

BEIJING: China’s government has highlighted
big data, encryption technology and “core tech-
nologies” such as semiconductors as the key ele-
ments of its push to grow into a tech power-
house, according to a new five-year plan
released yesterday that envisages the Internet as
a major source of growth as well as a potential
risk.

Even as it highlighted the need to improve
Internet infrastructure to rural areas and unlock
the digital economy’s potential, Chinese eco-
nomic planners called for a more secure and
better managed Web, with enhanced Internet
control systems, Internet security laws and real-
name registration policies.

Chinese officials including Internet czar Lu
Wei have played down concerns over what crit-
ics have described as China’s expanding Web
censorship, saying that it is the Chinese govern-
ment’s sovereign prerogative and a necessary
measure to maintain domestic order. China’s
development plan calls for a better cybersecuri-
ty approval system and more “precise” Web man-
agement to “clean up illegal and bad informa-

tion.” The plan also calls for a multilateral, demo-
cratic, transparent and international governance
system and active participation in international
Internet governance efforts.

Promise of the internet 
Premier Li Keqiang highlighted the promise

of the Internet, saying yesterday that various tra-
ditional sectors, ranging from manufacturing to
government to health care, need to connect to
the Web and raise their efficiency as part of an
overarching national strategy called “Internet
Plus.” He vowed to raise research and technology
spending to account for 2.5 percent of gross
domestic product in the five years through 2020,
which he said would mark a “remarkable
achievement.”

The five-year plan calls for all families in large
cities to have access to 100 megabyte-per-sec-
ond Internet service and broadband coverage
reaching 98 percent of the population in incor-
porated villages. At the same time, Chinese lead-
ers, wary of over-relying on foreign technology,
will seek to boost China’s homegrown industry

and cut down on imports - a strategy that has
drawn complaints from trade partners like the
United States.

Similar to previous years, when Chinese lead-
ers highlighted industries such as e-commerce
as a growth focus, the new draft of China’s
development plan specifically elevated big data
and cloud computing, relatively new and prom-
ising fields that Chinese industry experts view as
not yet cornered by U.S. companies that domi-
nate other parts of the technology market. The
plan also calls for China to catch up on “core”
technologies such as semiconductors and basic
computer parts and software, as well as encryp-
tion technology.

China’s campaign to beef up its chip technol-
ogy has encountered political resistance from
the United States. China’s national chip champi-
on, Tsinghua Unigroup, said last month that it
would abandon its attempt to acquire a stake in
California data storage firm Western Digital, the
second deal it has scrapped because of opposi-
tion from US regulators who do not want sensi-
tive technology to fall into Chinese hands. — AP 

China to ramp up Internet 

growth, and its controls
Encryption technology, big data the key elements 

CHICAGO: This July 27, 2014, file photo provided by US Customs and Border
Protection shows Tashfeen Malik (left) and Syed Farook, as they passed through
O’Hare International Airport. — AP  

Prosecutor: iPhone may id San Bernardino attacker

US hi-tech energy agency 

aims to outperform Tesla

SAN FRANCISCO: A local prosecutor has offered
an unusual justification for forcing Apple to help
hack an iPhone used by a San Bernardino mass
killer: The phone might have been “used as a
weapon” to introduce malicious software to county
computer systems.

San Bernardino County District Attorney
Michael Ramos acknowledged to The Associated
Press that there’s no evidence of malicious soft-
ware in the county’s computer network. But he
added, “I wouldn’t call it a total hypothetical.”

Computer security experts say the prospect is
unlikely. By late Friday, the prosecutor’s claim had
sparked a wave of social media postings, many of
which mocked the DA’s use of the non-technical
term “cyber pathogen” to describe the supposed
malware. Apple has resisted calls to help unlock
the phone, arguing that building a software tool to
override the phone’s security features would ren-
der other iPhones vulnerable to criminals and gov-
ernment authorities around the world.
Investigators, meanwhile, are eager to see if the
phone used by shooter Syed Farook - one issued
by Farook’s employer, the county health depart-
ment  - contains any useful information about oth-
er suspects.

But the idea that Farook might have used the
phone to transmit a “lying-dormant cyber
pathogen” into county data systems is a new one.
Ramos’ office, however, cited it in a court filing

Thursday among several other reasons to support
the government’s position.

“This was a county employee that murdered 14
people and injured 22,” Ramos said. “Did he use the
county’s infrastructure? Did he hack into that infra-
structure? I don’t know. In order for me to really
put that issue to rest, there is one piece of evi-
dence that would absolutely let us know that, and
that would be the iPhone.” The argument drew
condemnation from one software expert who has
signed a brief in support of Apple’s position.

“Ramos’s statements are not only misleading to
the court, but amount to blatant fear mongering,”
independent software researcher Jonathan
Zdziarski wrote in a post on his personal blog . 

Other security experts who haven’t taken sides
also discounted the scenario. “It’s definitely possi-
ble, technically, but it doesn’t seem to me at first
glance to be likely,” said David Meltzer, a computer
security expert and chief research officer at
Tripwire, a commercial IT security firm. He said
Apple’s iPhone operating system is a relatively
closed environment that’s designed so users can’t
easily introduce their own programs.

Ramos, meanwhile, said he’d heard about social
media posts that mocked the term “cyber
pathogen,” which is not generally used by tech
experts. “When they do that,” he said, “they’re
mocking the victims of this crime, of this horrible
terrorist attack.” —- AP 

BEIJING: Delegates read the work report delivered by Chinese Premier Li Keqiang during the opening session of the annual National People’s
Congress at the Great Hall of the People. — AP

NEW YORK:  This Feb 23, 2016, file photo
shows a New York police officer stands
outside the Apple Store on Fifth Avenue
while monitoring a demonstration. — AP 

Does an extremist’s iPhone 

contain a ‘cyber pathogen’?BERLIN: Facebook may be abusing its domi-
nant market position and violating data pro-
tection rules, Germany’s competition watch-
dog said Wednesday, announcing it had
opened a probe into the social network. 

Just days after Facebook’s founder and
chief Mark Zuckerberg made a highly-publi-
cised visit to Berlin, the Federal Cartel Office
said it had “initiated a proceeding against
Facebook Inc., USA, the Irish subsidiary of
the company and Facebook Germany
GmbH”.

“The authority is investigating suspicions
that with its specific terms of service on the
use of user data, Facebook has abused its
possibly dominant position in the market
for social networks,” said the office, the
Bundeskartellamt, in a statement.  Facebook
has come under fire from privacy advocates
who claim the social network collects too
much data and is not transparent enough in
how it uses the information.

The German cartel watchdog said there
was “an initial suspicion” that Facebook’s
conditions of use were in violation of data
protection provisions. This “could represent
an abusive imposition of unfair conditions
on users,” it explained. The
Bundeskartellamt will examine, “among
other issues, to what extent a connection
exists between the possibly dominant posi-
tion of the company and the use of such
clauses,” it said.

‘We abide by the law’ 
Cartel office chief Andreas Mundt said

that for advertising-financed Internet servic-
es such as Facebook, user data were “hugely
important”. “For this reason it is essential to
also examine under the aspect of abuse of
market power whether the consumers are
sufficiently informed about the type and
extent of data collected,” Mundt said. 

The office said that Facebook collected a
large amount of personal user data from
various sources. By creating user profiles the
company enabled its advertising customers
to better target their activities.  In order to
access the social network, users must first
agree to Facebook’s collection and use of
their data by accepting the terms of service,
the office said. 

It was difficult for users to understand
and assess the scope of the agreement
accepted by them, it argued.  “There is con-
siderable doubt as to the admissibility of
this procedure, in particular under applica-
ble national data protection law,” the cartel
office said. “If there is a connection between
such an infringement and market domi-
nance, this could also constitute an abusive
practice under competition law.” In a short
emailed response, Facebook said it was
“convinced that we abide by the law.” And
the group said it would “cooperate actively
with the cartel office to respond to its ques-
tions.” — AFP 

German watchdog probes 

Facebook on privacy rules


