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The holidays are
a heightened
time when

cybercriminals are
using clever phish-
ing emails scams
that look like special
offers or shipping
notices for gifts.
When in reality,
these are designed
to snare clicks and make you hand over informa-
tion. Sophos is reminding consumers to pay extra
attention to nine simple security steps to stay safe
online during the holidays:

1. If an online deal or email offer with price dis-
counts looks too good to be true, it probably is. Hit
delete.  

2. Be aware of untrusted wireless networks when
you’re out shopping with your mobile phone.
Consider waiting to enter your credit card informa-
tion when you get home. 

3. Only use trusted merchants to make online
payments. Use PayPal or your credit card, not bank
debit cards to purchase gifts online.

4. Be on the lookout for Typosquatting.
Cybercriminals take a popular online brand and
change one letter or two to trick you into clicking
and sharing personal information.

5. IoT devices are sure to be on everyone’s list
this year, but they are vulnerable to cybercriminals.
Before you start using your newfangled device,

reset the password. Some, as we’ve recently see
with Dyn DDoS attack, are vulnerable to criminal-
hacker hijacking. 

6. Be sensible about password security. Make
account passwords different and difficult to guess.
Include upper and lower case letters, numbers and
symbols to make passwords harder to crack - refer
to the Sophos How to Pick a Proper Password video
for creating stronger passwords. 

7. Cybercriminals intercept data with spyware
more than usual during the holidays. Protect
against all malware, including spyware, which logs
your financial data while you type it into your key-
board, with security software like Sophos Home. Of
1,250 consumers polled in the U.S., U.K., Germany,
Switzerland and Austria in a recent Sophos survey,
54 percent perceive spyware as an extremely large

cyber security threat. Thirty-one percent of those
surveyed consider themselves unprotected, are not
familiar with spyware or unsure if they’re protected. 

8. Run up to date security software and check
out the Sophos Home toolkit videos for tips on
blocking spyware and all other malware, detecting
and blocking malicious URLs and apps, which could
contain ransomware, securing wifi, and ruling out
phishy emails. 

9. At a time of higher than normal e-commerce,
criminals have a piqued interest in exploiting online
activity. Consumers need to be extra vigilant to pro-
tect against cybercriminals who amp up their nefar-
ious ways during the holidays. Be cyber aware and
use best security practices.” 

Note: James Lyne is the Global Head of Security
Research, Sophos

WASHINGTON: After disbelief, anger and grief,
the US tech sector is looking to come to grips
with the presidency of a man described by many
of its leading lights as a “disaster” for innovation.

The major US technology companies, almost
uniformly opposed to Donald Trump’s candidacy,
saw huge stock declines in the wake of November
8, but most have now rebounded to near their
pre-election levels. Some observers are saying it
makes little difference who is in the White House,
and others argue Trump is unlikely to carry out
the promises-and threats-he made during a bitter
campaign.

Trump sent shivers through Silicon Valley dur-
ing his election bid by pledging to squeeze trade
from China, clamp down on immigration which is
critical to many tech firms, and even warning that
online giant Amazon could have “a huge antitrust
problem” if he were elected.

Close to 150 tech icons-including founders of
Apple, Wikipedia and Reddit-penned an open let-
ter in July warning the Republican nominee
would be an “disaster for innovation.”

Gene Munster, analyst on the tech sector at
Piper Jaffray, said the initial beating in tech shares
had created a “rare opportunity to buy the fear.”
But in a research note last week Munster argued
that “the tech industry is in more control of its
own destiny than Donald Trump and will work
through these problems.”

The analyst said an antitrust probe of Amazon
was unlikely, nor does he expect major changes
on skilled immigration under Trump. Any tariffs
on electronics or components could potentially
impact firms like Apple, but would be spread
equally over manufacturers because they all rely
on imports, Munster noted.

Smart businesspeople’
In the meantime, any negative impact could

be offset by Trump’s pledge to lower taxes on

capital repatriated from overseas, which could be
a boon for Apple, Google and others and encour-
age investment in the US, analysts noted. The
tech sector holds the lion’s share of an estimated
$2.5 trillion held by US firms overseas. “There
could be a lot of money that is repatriated by tech
companies,” said Bob O’Donnell, analyst and con-
sultant at Technalysis Research in Silicon Valley.

“If they could use it for job creation, that could
be interesting.” More broadly, O’Donnell said the
tech sector may get “a fresh look at the kinds of
services and technologies that people want to
invest in” under Trump. For example, a major push
on infrastructure investment “could be a big
opportunity” to integrate “smart” technology for
services such as transportation.

While tech leaders “did a lot of soul searching”
after the election, O’Donnell said that “they are
smart businesspeople and they realize they have
to work in this new environment.”

A new tack 
Although Trump has said little about his agen-

da for the sector, O’Donnell noted that “tech is a
huge part of the economy and you can’t ignore it;
but things that might be viewed as special privi-
leges might be taken away.”

Some are concerned that a Republican admin-
istration may seek to roll back  so-called “net neu-
trality” that prohibits broadband firms from play-
ing favorites, which could mean difficulties for
online video operators like Netflix and Amazon.
Many tech leaders have had to take a new tack
after an emotional campaign that featured ugly
rhetoric on both sides.

Tech leaders clashed with Trump during the
campaign on issues ranging from law enforce-
ment surveillance to immigration to gay rights.
Apple chief executive Tim Cook said in a memo to
staff that the company’s “North Star hasn’t
changed” and that “the only way to move forward

is to move forward together,” according to the
Wall Street Journal.

Facebook founder Mark Zuckerberg brushed
off the vote by telling a tech conference that
“most progress... is made by private citizens,” and
that “it would not be right to say (the election of
Trump) changes the fundamental arc of technolo-
gy or progress over time.”

‘That’s us now’ 
Others were less diplomatic. Box founder

Aaron Levie tweeted after the election, “You
know those times where we watch other coun-
tries and are like “oh man you guys are crazy”.
Shit that’s us now.”

Tech investor Anil Dash wrote on Twitter: “I
am not moving to Canada, not surprised by
white supremacists & misogynists, and not afraid
of Donald Trump.  We have got to get to work.”

Charlie O’Donnell at the investment firm
Brooklyn Bridge Ventures said it’s not time to
panic.

“If you felt good about what you were doing
at your company yesterday, you should feel
good about it today,” he said in a blog. But he
also said the election offers a lesson that “we
need to start caring about a much wider tent of
people than we have been.”

Meanwhile Dex Torricke-Barton, a former
Facebook and Google executive, quit his job at
SpaceX to work for social causes after news of
the Trump election.

“As an immigrant and the son of a refugee,
and as someone dedicated to advancing the
interests of humanity, I don’t want to watch
while the world slips backwards,” Torricke-Barton
said on Facebook. “So I’m choosing to go and
make whatever contribution I can-no matter
how small-toward making the change we need:
standing up for openness, compassion and
sound global leadership.” — AFP

Stunned tech sector weighs 

future under Trump govt
Tech stocks rebound after shock win

SAN FRANCISCO: Employees stand next to self-driving, big-rig trucks during a
demonstration at the Otto headquarters, in San Francisco. Uber’s self-driving startup
Otto developed technology allowing big rigs to drive themselves. After taking mil-
lions of factory jobs, robots could be coming for a new class of worker: people who
drive for a living. — AP 

COLUMBUS, Ohio: A self-driving truck will
begin traveling on two Ohio roads next
week after state officials announce details
of new investments to support innovative
transportation technology.

A vehicle from self-driving truck maker
Otto will travel a 35-mile stretch of US
Route 33 today in central Ohio between
Dublin and East Liberty, home to the
Transportation Research Center, an inde-
pendent testing facility. It will travel in reg-
ular traffic, and a driver in the truck will be
positioned to intervene should anything go
awry, Department of Transportation
spokesman Matt Bruning said Friday,
adding that “safety is obviously No 1.”

Officials say that section of Route 33 - a
four-lane, divided road - is an important
piece of autonomous vehicle research in
the state and will become a corridor where
new technologies can be safely tested in
real-life traffic, aided by a fiber-optic cable
network and sensor systems slated for
installation next year. Gov. John Kasich is
scheduled to discuss details of that invest-
ment and other efforts to support
autonomous vehicle research on Monday
before the truck hits the road.

“Certainly we think it’s going to be one
of the foremost automotive research corri-
dors in the world,” Bruning said. The self-

driving truck is also expected to travel next
week on part of the Ohio Turnpike, though
Bruning said he couldn’t yet detail when or
where.

The turnpike’s executive director said in
August that officials were moving toward
allowing testing of self-driving vehicles on
the 241-mile toll road, a heavily traveled
connector between the East Coast and
Chicago. Tests of self-driving vehicles have
been made in other areas. Anheuser-Busch
said last month that it had completed the
world’s first commercial shipment by self-
driving truck, sending a beer-filled tractor-
trailer on a trip of more than 120 miles
through Colorado. The company said a pro-
fessional truck driver was on board for the
entire route. Several automobile compa-
nies have tested self-driving vehicles on
public roads in California and Nevada, and
Uber is testing driverless cars in Pittsburgh.

Kasich has pushed for Ohio to be a
leader in the fast-advancing testing and
research of autonomous vehicles. State offi-
cials say Ohio is well-positioned for such a
role for many reasons, including a signifi-
cant presence from the automotive indus-
try in the state, partnerships with university
researchers, and the seasonal weather
changes that enable testing a variety of
driving conditions in one place. — AP

Self-driving truck hits

the road as Ohio

discusses research 

In this Sept 28, 2016 photo released by the Nature Conservancy, a longline tuna boat prepares for their next fishing trip in Palau. Cameras are
recording everything that comes over the rail and onto the deck of a few dozen tuna boats loaded with motion sensors and GPS systems in the
western Pacific Ocean. — AP

BANGKOK: Fishing boats used high-tech sys-
tems to find vast schools of fish for decades,
depleting stocks of some species and leading to
the complete collapse of others. Now more than
a dozen apps, devices and monitoring systems
aimed at tracking unscrupulous vessels and the
seafood they catch are being rolled out - high-
tech solutions some say could also help prevent
labor abuse at sea.

I llegal fishing, which includes catching
undersized fish, exceeding quotas and casting
nets in protected areas, leads to an estimated
$23 billion in annual losses, according to the
United Nations. Meanwhile, overfishing close to
shore has pushed boats farther out, where
there are few laws and even less enforcement
to protect workers from abuse. Slavery has
been documented in the fishing sectors of
more than 50 countries, according to US State
Department reports.

Earlier this year, US Secretary of State John
Kerry said using technology at sea could even-
tually mean “there is not one square mile of
ocean where we cannot prosecute and hold
people accountable...”

However, Phil Robertson, deputy Asia direc-
tor of Human Rights Watch, cautions that catch-
ing human traffickers goes beyond finding
boats. “Technology is all about knowing where
the fishing boats are on the ocean, but that
does precious little for crews being physically
abused and worked to the bone on those ves-
sels,” he said.

Here are some emerging tech solutions:

APP FOR WORKERS
Nonprofit anti-trafficking organization

Project Issara is tapping into near-ubiquitous
smartphones with an app that allows Burmese
and Cambodian migrant workers around the

world to share information about their working
conditions. Their reviews reach nonprofits, gov-
ernments and businesses which can monitor
and learn from the feedback. Combined with a
new multilingual hotline, victims of labor abuses
have a safer, discreet way of seeking help.

BAR CODES
A worker runs a gadget over a fish just after

it’s pulled from the boat, giving it a bar code that
creates a permanent record of where it was
caught. It’s a simple swipe with profound poten-
tial. Thomas Kraft at Norpac Fisheries Export
established one of the industry’s first bar-code
systems that give each fish a tag that can pro-
vide details about location, boat, species, and
weight. He’s been using the technology in loca-
tions worldwide and says it could easily be
expanded to include crews on individual boats
to help fight against labor abuse. —AP

Tech solutions to tackle 

overfishing, abuse at sea 

BRASILIA: Ambitious projects such as
satellites that could bring the internet to
the remote Amazon and construction of
Brazil’s first nuclear submarine will pro-
ceed despite a deep economic downturn,
the defense minister told AFP. Raul
Jungmann said he will be in France this
Thursday to take delivery of the first of
three communications and defense satel-
lites built by France’s Thales and due for
launching on March 21 next year. The
nearly six tonne, 2.1 billion reais ($617
million) satellite is at the core of a mod-
ernization of Brazil’s military that
Jungmann said will still take hits during
planned government austerity cuts.

“We know there’s going to be a new
fiscal policy with a spending ceiling.  We
know we’ll have to cut back,” he said in an
interview in Brasilia. However, some proj-
ects “are already at an advanced stage
and cannot be stopped, like the nuclear
submarine or the four conventional sub-
marines that are also being developed in
France,” he said. “Three of them are
already being built.”

Swedish Gripen war planes whose
payment schedule he said “is sufficiently
flexible” will also survive the cuts. But with
President Michel Temer pushing an aus-
terity strategy through Congress, starting
with a proposed 20-year freeze on budg-
et increases, “there are other things we
need to review,” he said.

The satellite program remains a top
priority, described by the minister as a
chance for Brazil “to achieve a techno-
logical standard that we don’t have
today.” Stationed over Ecuador, the net-
work will cover all of South America, the
southern Atlantic and the west coast of
Africa, “what we call Brazil’s strategic

sphere,” Jungmann said. The network will
expand broadband coverage through-
out Brazil,  “which is an enormous
advance for society. It will allow it to
reach remote places, the Amazon for
example,” the minister added.

The telecoms satellites will also bring
new security for Brazil by putting all gov-
ernment communications under the
country’s control and strengthening mili-
tary communications, he said.

Big army, no enemy 
Brazil maintains one of the largest mili-

taries in the Americas, partly to patrol its
huge borders, which include 4,660 miles
(7,500 kilometers) of coastline. Jungmann
said the military is concerned by the prox-
imity of “major drug producers and that
Brazil, especially in urban centers, has
unfortunately turned into a drug con-
sumer. An integrated market has devel-
oped both for drugs and weapons.”

Although Brazil is not involved in any
active conflicts abroad, it has used its mili-
tary to project influence, including with a
major peacekeeping mission to Haiti. The
military has also been called on to sup-
port outgunned police in battles with
drug gangs in Rio de Janeiro. Members of
the armed forces were also deployed
around the country earlier this year to
assist in a campaign against mosquitoes
carrying the Zika virus.

The military ruled Brazil during a dic-
tatorship from 1964 to 1985. However,
its powers have since been curbed and
now-at a time the country is being shak-
en by its worst recession in decades and
a cascade of corruption scandals  is
widely seen as the country’s most trust-
ed institution. — AFP

Brazil to pursue satellite, 

nuke sub projects: Minister

9 security steps to stay safe online during holidays 


