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DUBAI: Kaspersky Lab experts have
investigated how cybercriminals could
exploit new ATM authentication tech-
nologies planned by banks. While many
financial organizations consider biomet-
ric-based solutions to be one of the most
promising additions to current authenti-
cation methods, if  not a complete
replacement for them, cybercriminals
see biometrics as a new opportunity to
steal sensitive information.  

ATMs have for years been in the sights
of fraudsters hunting credit card data. It
all started with primitive skimmers -
homemade devices attached to an ATM,
capable of stealing information from the
card’s magnetic strip and pin-code with
help of a fake ATM pin pad or a web cam-
era. Over time, the design of such
devices was improved to make them less
visible. With the implementation of
much harder, but not impossible to clone
chip-and-pin payment cards the devices
evolved into so-called ‘shimmers’: largely
the same, but able to gather information
from the card’s chip, giving sufficient
information to conduct an online relay
attack. The banking industry is respond-
ing with new authentication solutions,
some of which are based on biometrics.      

According to a Kaspersky Lab investi-
gation into underground cybercrime,
there are already at least twelve sellers
offering skimmers capable of stealing
victims’ fingerprints. And at least three
underground sellers are already
researching devices that could illegally
obtain data from palm vein and iris
recognition systems.

The first wave of biometric skimmers
was observed in “presale testing” in
September 2015. Evidence collected by
Kaspersky Lab researchers reveals that
during the initial testing, developers dis-
covered several bugs. However, the main

problem was the use of GSM modules
for biometric data transfer - they were
too slow to transfer the large volume of
data obtained. As a result, new versions
of skimmers will use other, faster data
transfer technologies. 

There are also signs of ongoing dis-
cussions in underground communities
regarding the development of mobile
applications based on placing masks
over a human face. With such an app,
attackers can take a person’s photo post-
ed on social media and use it to fool a
facial recognition system.

“The problem with biometrics is that,
unlike passwords or pin codes which can
be easily modified in the event of com-
promise, it is impossible to change your
fingerprint or iris image. Thus if your data
is compromised once, it won’t be safe to
use that authentication method again.
That is why it is extremely important to
keep such data secure and transmit it in
a secure way. Biometric data is also
recorded in modern passports - called e-
passports - and visas. So, if an attacker
steals an e-passport, they don’t just pos-
sess the document, but also that person’s
biometric data. They have stolen a per-
son’s identity”, said Olga Kochetova,
security expert at Kaspersky Lab.

The use of tools capable of compro-
mising biometric data is not the only
potential cyberthreat facing ATMs,
according to the Kaspersky Lab
researchers. Hackers will continue to con-
duct malware-based attacks, blackbox
attacks and network attacks to seize data
that can later be used to steal money
from banks and its customers. 

Read the full threat overview report
about upcoming cyberthreats to cash
machines, and measures that can protect
banks from these threats on
Securelist.com.
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NEW YORK: Facebook says some 450 million peo-
ple use its site - mainly the “Groups” feature - to
buy and sell stuff locally, anything from cars to
baby clothes to furniture. Now, the company is
launching a separate “marketplace” section that
seeks to make it easier to do this.

The last time Facebook tried its hand at such a
marketplace was nine years ago, and it didn’t real-
ly go anywhere. Like Facebook itself at the time, it
was a desktop computer-only product. The latest
effort, or course, works on mobile devices, so it’s

easier to snap a photo of the item you are selling
and upload it on the site. Facebook Inc said yes-
terday the most popular items people currently
buy and sell on the service include furniture, cars
and clothes.Facebook said the new program for-
malizes what some members have already been
doing in Facebook Groups for years.

“Facebook is where people connect, and in
recent years more people have been using
Facebook to connect in another way: buying and
selling with each other,” said product manager

Mary Ku in a blog post.
“This activity started in Facebook Groups and

has grown substantially. More than 450 million
people visit buy and sell groups each month-from
families in a local neighborhood to collectors
around the world.”  The new feature helps facili-
tate this with “a convenient destination to discov-
er, buy and sell items with people in your commu-
nity,” Ku said.  Marketplace will display photos of
items for sale based on proximity, and users can
adjust their location and search for specific items
or categories such as clothing, household items
or electronics.The new feature will be rolling out
to over-18 users in the United States, Britain,
Australia, and New Zealand in the coming days
on the Facebook app for iPhone and Android,
with additional countries and a desktop version in
the coming months.

Messenger chat app
Facebook is also launching a “lite” version of its

Messenger chat app. It is aimed at emerging mar-
kets, where many people use older phones that
don’t have enough room to store or ability to run
the full-featured application due to slower inter-
net speeds or other issues.

“Messenger Lite” will be available on Android
devices in Kenya, Tunisia, Malaysia, Sri Lanka and
Venezuela beginning on Monday. The company
did not say when it would be available in other
countries or whether it is also coming to Apple
devices (although Android is far more popular in
emerging markets than even older iPhones).

There is already a “Facebook Lite” available for
people whose phones are too old or simple to run
the full-fledged Facebook. Messenger Lite is a
similarly slimmed-down version of Messenger. It
will let people send text, photos and links but
won’t do video calls, for example.

The move comes as the social media giant
moves to force users to adopt Messenger if they
want to send each other direct messages, instead
of the main Facebook site or app. It is working:
more than 1 billion people use Messenger each
month. For a while, there was a loophole - you
could log in to Facebook’s mobile website to
access messages. But Facebook is ending this
option, too, so Messenger will be people’s only
option.

David Marcus, head of messaging products at
Facebook Inc, said in an interview that
Messenger’s goal is to be a “product for everyone,
not only people who can afford a higher-end
device and more expensive data plan.”

He called the web-based messaging experi-
ence on Facebook a “remnant of the past” and
added that he “can’t think of any other mobile
messaging service that has a web version.”

Facebook, he said, decided on the five initial
countries to launch Messenger Lite in because
there are a lot of Messenger users in these coun-
tries on older devices. WhatsApp, the messaging
app owned by Facebook but operated as a sepa-
rate entity, is also popular in emerging markets.
Marcus said people use the apps for different rea-
sons and they are not in direct competition.
WhatsApp also has more than 1 billion users, and
many people use both services. —AP
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BERLIN: The “Facebook”-logo on the sidelines of a press preview of the so-called
“Facebook Innovation Hub” in Berlin. Facebook yesterday launched a new online
“Marketplace” allowing members of the huge social network to buy and sell with
each other. —AFP

A Facebook Like Button logo displayed on a window of a store in Palo Alto,
California. —AFP

DUBAI: More than 100 professionals of the
Middle East’s automotive aftermarket gathered
in Dubai to discuss the future trends in their
industry, with the rise of digitization likely to
have a major impact on the way they do busi-
ness in the region. 

Valued at $367 billion in 2015, the global
market for replacement parts is estimated to
increase to $384 billion in 2016 according to
analysts Frost & Sullivan, while in the Middle
East, spare parts revenue was worth US$12.98
billion in 2015, and estimated to reach
US$17.27 billion by 2020, growing annually by
5.9 per cent.

Subhash Joshi, Associate Industry Director
for Automotive & Transportation Practice at
Frost & Sullivan, was speaking at the 8th
Automechanika Network at the H Hotel in
Dubai today, highlighting the global and
regional trends in the automotive industry. 

Joshi said increasing urbanization is leading
to the creation of new retail formats and smart
distribution networks, with growing connectiv-
ity transforming automotive retail. 

“The multi-channel strategy of the future
would include the unbundling of the retail
business from the favoured one-stop-shop
model to an unbundled approach with multi-

ple services and products being aggregated
and offered online,” said Joshi.  “Effective retail-
ers are adapting their strategies to include digi-
tal flagship stores, lifestyle and pop-up stores,
mobile and online retailing.”

Joshi said these trends are coming to the
Middle East too, with dealer groups and after-
market service providers creating new digital
roles to enhance the customer experience. 

“The use of technology is set to make a
telling impact in the way vehicles are serviced
with specific app-based programs running full
diagnostic checks and vehicle tests,” he added.

The Automechanika Network brings togeth-
er key industry players for a formal gathering
discussing different topics related to the global
and Middle East automotive aftermarket.

The highly popular biannual event is organ-
ized by Messe Frankfurt Middle East, the organ-
iser of Automechanika Dubai, the Middle East
and Africa’s largest automotive aftermarket
exhibition, and Automechanika Jeddah, Saudi
Arabia’s dedicated aftermarket show. 

Effective forum
“The Automechanika Network has proved

an effective forum for regional industry stake-
holders to interact with thought leaders and

global players while discussing key issues that
impact the industry worldwide and in particu-
lar, their effects on the region,” said Ahmed
Pauwels, CEO of Messe Frankfurt Middle East.
“The current topic has particular resonance in
the region, which is among the more active
automotive aftermarkets in the world,” he
added.

The most recent edition of Automechanika
Dubai in May 2016 featured 2,017 exhibitors
from 58 countries, and attracted 30,018 visitors
from 138 countries. The 15th edition will take
place from 7-9 May 2017 at the Dubai
International Convention and Exhibition
Centre.  

Meanwhile,  the 2nd edit ion of
Automechanika Jeddah will take place from
31 January - 2 February 2017 at the Jeddah
Centre for Forums and Events, as more than
180 exhibitors from 25 countries take aim
at the Kingdom’s thriving $2.6 billion after-
market.  

Figures released by Saudi’s General
Authority for Statistics showed Saudi imported
$2.53 billion worth of auto parts and acces-
sories, passenger and commercial vehicle
tyres, and batteries in 2015, while re-exports in
the same year was worth $51 million. 
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