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SEOUL: Samsung Electronics said yesterday it had
sold shares it held in four technology companies
including US chipmaker Rambus and Japan’s Sharp
to free up money and focus on its main business.

The South Korean tech giant also sold shares in
Dutch semiconductor equipment maker ASLM and
US hard drive maker Seagate, it said in a statement.
Samsung-the world’s top smartphone maker which
also manufactures memory chips, TVs and home
appliances-has for years bought shares in other tech

firms in semiconductor or display panel industries.
“It was aimed at focusing on our core business by
efficiently managing the investments made in the
past in line with changes in business environments,”
Samsung said. 

The news of the sales came as the firm is mired in
a major recall of its flagship smartphone over a
series of battery explosions. The global recall of the
Galaxy Note 7 smartphone raised alarm among air
carriers and aviation safety authorities worldwide

that banned the device on flights.  Samsung sold off
half of a 3-percent stake it held in ASML, and its
entire stakes in the other three companies for “effi-
cient management of assets,” it said.    It had held a
4.5-percent stake in Rambus, 0.7 percent of Sharp
and a 4.2-percent stake in Seagate.    The firm did
not elaborate on the timing or the value of the sales.
Yonhap news agency estimated the value to be
about 1 trillion won ($890 million), including 600 bil-
lion won from the sale of the ASML shares. Samsung

and its sister firms have in recent years divested
from non-core operations as the parent Samsung
Group sought to streamline business amid a genera-
tional power transfer in the founding Lee family. 

The group’s current chairman Lee Kun-Hee has
been bedridden since suffering a heart attack in
2014 with his son, JY Lee, widely believed to take
over. The junior Lee, currently the vice chairman of
Samsung Electronics, was nominated last week by
the firm’s board as a new board member. —AFP

Samsung says it sold off shares in four tech firms

KUWAIT: Sophos, a global leader in net-
work and endpoint security, yesterday
announced Sophos Intercept X, a next-gen-
eration endpoint security product that
stops zero-day malware, unknown exploit
variants and stealth attacks, and includes
an advanced anti-ransomware feature that
can detect previously unknown ran-
somware within seconds. Sophos Intercept
X installs alongside existing endpoint secu-
rity software from any vendor, immediately
boosting endpoint protection by stopping
malicious code before it executes.

Sophos Intercept X combines four criti-
cal security components that IT administra-
tors should expect from next-generation
endpoint protection.

1. Signatureless Threat and Exploit
Detection: Anti-malware and anti-hacker
defense that blocks zero-day, unknown and
memory resident attacks and threat vari-
ants without the need for file scanning 

2. CryptoGuard: Anti-ransomware inno-
vation that identifies and intercepts mali-
cious encryption activity, blocks ran-
somware before it can lock and cripple sys-
tems and can roll back maliciously encrypt-
ed files to their pre-attack state

3. Root Cause Analytics: A 360 degree
visual analysis of attack events that shows
where the attack came in, what it affected,
where it may have stopped and recom-
mended actions to prevent a similar attack
in the future

4. Sophos Clean:Powerful utility that
hunts for and removes any trace of spyware
and deeply embedded, lingering malware

“Sophos is a next-generation security
company that has stayed at the forefront of
the industry by understanding the threat
landscape, changing business needs and
customer challenges. Using big data ana-
lytics along with our deep understanding
of threat patterns, attack vectors and crimi-
nal motivations, we designed Intercept X
from the ground up to recognize malicious
behaviors and stop potential attacks much
sooner in the kill-chain, without the need
for updates or signatures,” said Dan
Schiappa, senior vice president of the
Enduser Security Group at Sophos. “IT pro-
fessionals know that there is no single
equation that stops all attacks, so we devel-
oped Intercept X to combine several tech-
niques for faster identification and
response that are coordinated to better
support IT professionals without the need
for specialized security staff.”

Security strategy
Developed as a core component of

Sophos’ synchronized security strategy,
Sophos Intercept X is enabled with the
Security Heartbeat to share threat intelli-
gence with Sophos’ next generationXG
Firewall and SafeGuard Encryption solu-
tions for a coordinated and automated
response to attack. The product can be
installed and managed remotely through
the Sophos Central cloud-based manage-
ment console that allows administrators to
control and configure settings, distribute
licenses, add new endpoints and track all
activity. In addition, the single pane of glass
dashboard designed for Sophos partners
shows all Sophos Central services available
to provide higher levels of customer pro-
tection while offering partners additional
recurring revenue opportunities.  

Tony Palmer, senior Lab analyst at ESG
commented, “According to ESG research,
many organizations have extensively
adopted advanced prevention products,
such as next-gen antivirus and even more
are planning to ease their way into
advanced detection and
response.Unfortunately, many enterprises
simply lack the right level of security ana-
lytics skills or staff to perform these tasks
effectually, thanks to a global, problematic
shortage of cybersecurity skills.  With
Intercept X Sophos looks to provide a fast-
track to achieving advanced protection and
response capabilities while minimizing the
need for specialized security consultants to
administer it. In ESG Lab’s opinion, Sophos
Intercept X has made excellent progress
closing many of the endpoint security gaps
that still exist for organizations worldwide.”

Public beta program
Customers and partners who participat-

ed in the public beta program experienced
the next-generation protection capabilities
of Sophos Intercept X, including the ability
to help to eliminate the impact of ran-
somware by almost immediately recogniz-
ing and stopping malicious encryption
activity and preventing the attack from
spreading across the network. Once the
threat is neutralized, affected files can be
rolled back to the pre-attack state, saving
considerable time, resources and money. 

“Installing Sophos Intercept X alongside
existing endpoint protection is a no-brain-
er. Under the beta program we deployed
Intercept X to more than 2,000 endpoints
spanning more than 70 customer networks.
To date we see that Intercept has stopped
more than 18 new ransomware attacks and
since deploying we’ve had zero ran-
somware infections on our clients’ net-
works. We can’t imagine the mess these
attacks could have caused for our clients.
Sophos Intercept X is a must have for any
business challenged by different ran-
somware variants and other threats on a
daily basis,” said Emily Adams, IT security
analyst at Flexible Systems, a Sophos
Partner based in Hauppauge, New York.

Bob Appleby of PA Computer
Connections, a US-based Sophos Partner,
commented, “Installing Sophos Intercept X
alongside existing endpoint protection is
simple and effective. Having tested the
product duringthe beta program we have
found that it blocks threats faster and pro-
vides comprehensive and straight forward
analysis of an attack, accelerating the time
from first infection to remediation. This
product significantly advances protection
for customers with any flavor of endpoint
protection currently in place.” 

Emile Belcourt of Globelink, a UK-based
Sophos partner said, “Intercept X repre-
sents the next generation of all-in-one pro-
tection for the endpoints of tomorrow. It
has been one of the most seamless deploy-
ments and transitions that I have experi-
enced, and the visibility it gives me into
what my click-happy users are doing and
how they keep getting infected has been
without equal. I’m really excited at being
able to share Intercept X with the over-
worked IT managers I encounter in busi-
nesses today. It will make their lives easier
and free up their valuable time to do the
really important jobs without constantly
worrying about the need to monitor what
is happening. I’m also looking forward to
seeing how Intercept X will continue to
develop to keep us in step with the incredi-
bly smart malware out there, but at a price
that’s accessible to everyone.”

James Miller, managing director of
Foursys, a UK-based Sophos partner said,
“Our technical team trialed Intercept X the
day it was available in beta. Everyone is
worried about ransomware, so Intercept X
will be additional defense for our cus-
tomers who use Sophos Central and are
keen to bullet proof their protection by
adding an extra layer of next-generation
threat and exploit detection. With signa-
tureless threat and exploit detection,
Sophos’ innovative anti-ransomware solu-
tion and Root Cause Analysis all in one
product, Sophos is again simplifying what
has previously been a complex and difficult
process - and that’s what makes Intercept X
really unique.”

DUBAI: Kaspersky Lab experts have discovered a
new malicious app on the Google Play store:
“Guide for PokÈmon Go”, capable of seizing root
access rights on Android smartphones and using
that to install/uninstall apps and display unso-
licited ads. The app has been downloaded more
than 500,000 times, with at least 6,000 successful
infections. Kaspersky Lab has reported the
Trojan to Google and the app has been removed
from Google Play.

The global phenomenon of PokÈmon Go has
resulted in a growing number of related apps
and, inevitably, increased interest from the
cybercriminal community. Kaspersky Lab’s analy-
sis of the “Guide for PokÈmon Go” Trojan has
uncovered malicious code that downloads root-
ing malware, securing access to the core
Android OS for the purposes of app installation
and removal as well as the display of advertising.

The Trojan includes some interesting features
that help it to bypass detection. For example, it
doesn’t start as soon as the victim launches the
app. Instead, it waits for the user to install or
uninstall another app, and then checks to see
whether that app runs on a real device or on a
virtual machine. If it’s dealing with a device, the
Trojan will wait a further two hours before start-
ing its malicious activity. Even then, infection is
not guaranteed. After connecting with its com-
mand server and uploading details of the infect-

ed device, including country, language, device
model and OS version, the Trojan will wait for a
response. Only if it hears back will it proceed
with further requests and the downloading,
installation and implementation of additional
malware modules.

Trojan
This approach means that the control server

can stop the attack from proceeding if it wants
to - skipping those users it does not wish to tar-
get, or those which it suspects are a sandbox/vir-
tual machine, for example. This provides an addi-
tional layer of protection for the malware. 

Once rooting rights have been enabled, the
Trojan will install its modules into the device’s
system folders, silently installing and unin-
stalling other apps and displaying unsolicited
ads to the user. Kaspersky Lab analysis shows
that at least one other version of the malicious
PokÈmon Guide app was available through
Google Play in July 2016. Further, researchers
have tracked back at least nine other apps
infected with the same Trojan and available on
Google Play Store at different times since
December 2015. Kaspersky Lab’s data suggests
that there have been just over 6,000 successful
infections to date, including in Russia, India and
Indonesia. However, since the app is oriented
towards English-speaking users, people in such

geographies, and more, are also likely to have
been hit. “In the online world, wherever the con-
sumers go, the cybercriminals will be quick to
follow. PokÈmon Go is no exception. Victims of
this Trojan may, at least at first, not even notice
the increase in annoying and disruptive advertis-
ing, but the long term implications of infection
could be far more sinister. If you’ve been hit,
then someone else is inside your phone and has
control over the operating system and every-
thing you do and store on it. Even though the
app has now been removed from the store,
there’s up to half a million people out there vul-
nerable to infection - and we hope this
announcement will alert them to the need to
take action,” said Roman Unuchek, Senior
Malware Analyst, Kaspersky Lab.

People concerned that they may face the
Trojan should install a reliable security solution,
such as Kaspersky Internet Security for Android,
on their device.  If the security scan will show
that they are already infected, the best way to
remove the rooting malware is to backup all
data and reset the device to factory settings. In
addition, Kaspersky Lab advises users to always
check that apps have been created by a rep-
utable developer, to keep their operating system
and application software up-to-date, and not to
download anything that looks at all suspicious
or whose source cannot be verified.

WASHINGTON: So many people are regis-
tering drones and applying for drone pilot
licenses that federal aviation officials said
Friday they are contemplating the possi-
bility of millions of unmanned aircraft
crowding the nation’s skies in the not-too-
distant future.

In the nine months since the Federal
Aviation Administration created a drone
registration system, more than 550,000
unmanned aircraft have been registered
with the agency, said Earl Lawrence, direc-
tor of the FAA’s drone office. Speaking at
the first meeting of a new government-
industry drone advisory committee,
Lawrence said new registrations are com-
ing in at a rate of 2,000 a day. By compari-
son, the FAA says there are 260,165
manned aircraft registered in the US.

The FAA began issuing drone pilot

licenses to commercial operators less than
a month ago. Already, 13,710 people have
applied to take the pilot exam, and 5,080
have passed it, Lawrence said. It’s clear the
agency’s estimate of 15,000 licensed drone
pilots by the end of 2016 will easily be
exceeded, he said.

The FAA now forecasts there will be
more than 1.3 million licensed drone pilots
by 2020. Lawrence asked the 35 committee
members and dozens of attendees at the
meeting: Will there eventually be hundreds
of thousands of drones in the nation’s
skies? Or will there be millions?

Hobbyists and commercial operators
alike are required by the FAA to register
their  aircraft ,  but agenc y off icials
acknowledged that they have no way of
measuring how many unregistered
drones are in use.  —AP

Sophos launches anti-ransomware 
technology with Sophos Intercept X

500,000 users download rogue ‘Pokemon Go’ 
app that takes control of Android phones 

WASHINGTON: The Associated Press and two
other news organizations sued the FBI on Friday
to learn who the government paid and how
much it spent to hack into an iPhone in its inves-
tigation into last year ’s San Bernardino,
California, massacre. 
The lawsuit seeks records about the FBI’s con-
tract with an unidentified vendor who provided
a tool to unlock the phone used by Syed Rizwan
Farook, who with his wife killed 14 people at a
holiday gathering of county workers in
December 2015.

Gannett, the parent company of USA Today,
and Vice Media LLC joined the complaint with
the AP, seeking to learn more about the mysteri-
ous transaction that cut short a legal dispute in
which the government sought to force Apple
Inc. to unlock the phone.

“Understanding the amount that the FBI
deemed appropriate to spend on the tool, as
well as the identity and reputation of the vendor
it did business with, is essential for the public to
provide effective oversight of government func-
tions and help guard against potential impropri-
eties,” said the suit, filed in US District Court for
the District of Columbia under the US Freedom
of Information Act.

‘Enforcement proceedings’ 
In rejecting earlier requests to divulge the

information, the government had said revealing
the records could affect “enforcement proceed-
ings,” but did not elaborate. FBI spokesman Chris
Allen declined to comment Friday. The case
stems from the FBI’s announcement in March
that it had purchased a tool to unlock the
iPhone, aborting the court fight with Apple that
had in turn triggered a debate about the proper
balance between electronic privacy and national
security.

The FBI for weeks had maintained that only
Apple could help it access the work-issued
phone, which was found in a car after the shoot-
ing and was protected by a passcode that
included security protocols. At the Justice
Department’s request, a magistrate judge in
February directed Apple to create software that
would bypass security features on the phone so
that the FBI could get into the device and scour
it for potential evidence. Apple contested the
order, saying the FBI’s demand set a dangerous
precedent and could undercut security protec-
tions for its customers.

The two sides were headed for a court show-
down when Justice Department officials

revealed that a party outside the US govern-
ment brought it a potential solution to unlock
the phone. The FBI said a week later it success-
fully entered the phone using the tool. The law-
suit cites media reports as saying investigators
did not find any links to foreign extremist groups
on the device.

Though FBI Director James Comey has
released some details about the transaction,
including saying that the FBI paid more than
he’ll earn for his remaining years in the position,
the agency has refused to say how much the
solution cost or reveal how it worked. It also
refused to share the information with Apple,
which had expressed concern that circumvent-
ing its security protections could compromise its
products.

The suit by the media organizations argues
that there was no legal basis to withhold the
information and challenges the adequacy of the
FBI’s search for relevant records. It also said the
public has a right to know whether the vendor
has adequate security measures, is a proper
recipient of government funds and will act only
in the public interest. It was the third suit the AP
has filed against the Obama administration
under the Freedom of Information Act. — AP 

Media sues FBI for details 
on iPhone hacking tool

Lawsuit seeks records about FBI’s contract 

CHICAGO: In this Sept 25, 2015 file photo, a customer tries out a new Apple iPhone 6S at an Apple store. — AP 

PALO ALTO:  An advisory board recommended a California city refuse
Facebook CEO Mark Zuckerberg’s plans to demolish and rebuild four
homes around his property because of privacy concerns, saying it won’t
support the building of a “compound.”

Zuckerberg bought the Palo Alto homes in 2013 for $30 million after
learning that a developer planned to build a neighboring house tall
enough to have a view of his master bedroom, the Mercury News report-
ed (http://bayareane.ws/2ceY6FK). He planned to replace those struc-
tures with much smaller two-story and single-story homes that would be
used as an extension of the family’s living, cooking, dining and entertain-
ing quarters, said Kathy Scott, of the Walker-Warner Architects firm work-
ing with Zuckerberg on the project. “The idea is just to expand our client’s

capacity to enjoy the property,” Scott said. Palo Alto’s Architectural Review
Board members said plans for all four homes meet architecture stan-
dards, but a single family using all four properties would create a com-
pound and ruin the single-family home feel of the neighborhood.

The homes “are part of a larger compound,” board member Peter
Baltay said. “This is something you might find in Atherton (Calif.): A large
estate, a series of guest houses, recreational facilities, movie theaters sur-
rounding a house.” Atherton, which neighbors Palo Alto, is one of the
wealthiest cities in the United States and home to sprawling mansions.
The board voted Thursday 3-1 to recommend the city doesn’t approve
Zuckerberg’s plan. The project will return to the city’s planning director,
who will decide whether to advance it. —AP

Zuckerberg’s ‘compound’ raises 
red flags for housing board 
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