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DUBAI: Digital Shadows, the industry
leader in digital risk management,
recently unveiled a new report called:
‘The Pressing Need for Digital Risk
Management’ from top analysts at the
Enterprise Strategy Group (ESG) look-
ing at the growing importance and
rates of adoption of Digital Risk
Management in business today. The
report recognizes that most CEOs and
corporate boards no longer shy away
from cybersecurity strategy as they
might have done even 5 years ago.
Rather, progressive executives now
realize that cyber-risk equates to busi-

ness risk and needs to be addressed as
part of their overall business strategy.

Most executives no longer accept
“good enough” security, and are willing
to invest in best practices and leading
security defenses to protect their
organizations. However, many organi-
zations continue to think of cyber-risk
in terms of internal network penetra-
tion rather than as a more comprehen-
sive strategy that includes all digital
assets-websites, social networks, VIP
and third-party partner exposure, etc.
To address these risks, the report sug-
gests CISOs and risk officers must

adopt a thorough digital risk manage-
ment strategy that includes monitor-
ing, filtering, prioritizing, and respond-
ing to threats across the public Internet
and dark web. 

Jon Oltsik, Senior Principal Analyst
at ESG who wrote the report, said:
“Many executives are beginning to
realize they need to take a different
stance on cyber security. It is no longer
a case of just spending dollars on
perimeter-focused cybersecurity but
they need to move to a more holistic
digital risk strategy designed to ana-
lyze threat intelligence, monitor deep

web activities, track the posting of sen-
sitive data, and oversee third parties.”

“We know that a strong and resilient
strategic digital risk management strat-
egy should include policies and moni-
toring for targeted cyber threats;
Infrastructure exposure, data loss;
brand and VIP exposure, physical
threats and third party risks to be truly
effective,” said Alastair Paterson, CEO
and Co-Founder of Digital Shadows.
“Digital Risk Management, which com-
bines automation and human analyt-
ics, is becoming the critical component
in your cyber security arsenal.”

Enterprise Strategy Group reports need for digital risk management

SAN FRANCISCO: Apple’s iPhone may be ready
for its next big act - as a springboard into “aug-
mented reality,” a technology that projects life-
like images into real-world settings viewed
through a screen. If you’ve heard about AR at all,
it’s most likely because you’ve encountered
“Pokemon Go,” in which players wander around
neighborhoods trying to capture monsters only
they can see on their phones. AR is also making
its way into education and some industrial
applications, such as product assembly and

warehouse inventory management.
Now Apple is hoping to transform the tech-

nology from a geeky sideshow into a mass-mar-
ket phenomenon. It’s embedding AR-ready tech-
nology into its iPhones later this year, potentially
setting the stage for a rush of new apps that blur
the line between reality and digital representa-
tion in new and imaginative ways. “This is one of
those huge things that we’ll look back at and
marvel on the start of it,” Apple CEO Tim Cook
told analysts during a Tuesday conference call.
Many analysts agree. “This is the most important
platform that Apple has created since the app
store in 2008,” said Jan Dawson of Jackdaw
Research.

There’s just one catch: No one can yet point

to a killer app for AR, at least beyond the year-
old (and fading) fad of “Pokemon Go.” Instead,
analysts argue more generally that AR creates
enormous potential for new games, home-
remodeling apps that let you visualize new
furnishings and decor in an existing room,
education, health care and more. For the
moment, though, we’re basically stuck with
demos created by developers, including a
“Star Wars”-like droid rolling past a dog that
doesn’t realize it’s there; a digital replica of

Houston on a table;  and a vir tual  tour of
Vincent Van Gogh’s bedroom.

Augmenting the iPhone
At Apple, the introduction of AR gets under-

way in September with the release of iOS 11, the
next version of the operating system that powers
hundreds of millions of iPhones and iPads around
the world. Tucked away in that release is an AR
toolkit intended to help software developers cre-
ate new AR apps. Those apps, however, won’t
work on just any Apple device - only the iPhone
6S and later models, including the hotly anticipat-
ed next-generation iPhone that Apple will release
this fall. 

The 2017 iPad and iPad Pro will run AR apps as

well. Apple isn’t the only company betting big on
AR. Facebook founder Mark Zuckerberg talked up
the technology at a company presentation in
April, calling it a “really important technology that
changes how we use our phones.” Apple rivals
such as Google and Microsoft are also starting to
deploy AR systems .

Waiting for apple’s next big thing
Apple has been looking for something to

lessen its dependence on the iPhone since the
2011 death of its co-founder CEO Steve Jobs, the
driving force behind the company’s innovation
factory. Cook thought he had come up with a rev-
olutionary product when Apple began selling its
smartwatch in 2015, but the Apple Watch remains
a niche product. 

For now, the iPhone remains Apple’s domi-
nant product, accounting for 55 percent of
Apple’s $45.4 billion in revenue during the three
months ended in June. The total revenue repre-
sented a 7 percent increase from the same time
last year. Apple earned $8.7 billion, up 12 per-
cent from last year. Its stock jumped nearly 6
percent in morning trading Wednesday, helping
to push the Dow Jones industrial average above
22,000 for the first time.

An AR explosion, maybe
Tim Merel, managing director of technology

consulting firm Digi-Capital, believes Apple’s
entry into AR will catalyze the field. His firm
expects AR to mushroom into an $83 billion mar-
ket by 2021, up from $1.2 billion last year. That
estimate assumes that Apple and its rivals will
expand beyond AR software to high-tech glasses
and other devices, such as Microsoft’s HoloLens
headset. For now, though, nothing appears better
suited for interacting with AR than the smart-
phone. Google already makes AR software called
Tango that debuted on one Lenovo smartphone
last year and will be part of another high-end
device from Asus this month.

But it will be years before Tango phones are
as widely used as iPhones, or for that matter,
iPads. Most of those devices are expected to
become AR-ready when the free iOS 11 update
hits next month. Nearly 90 percent of Apple
devices powered by iOS typically install the new
software version when it comes out. Assuming
that pattern holds true this fall, that will bring AR
to about 300 million Apple devices that are
already in people’s hands.

Beyond the iPhone
If the new software wins over more AR fans as

Apple hopes, analysts figure that Apple will begin
building AR-specific devices, too. One obvious pos-
sibility might be some kind of AR glasses tethered
to the iPhone, which would allow people to
observe digital reality without having to look
“through” a phone. Once technology allows, a
standalone headset could render the iPhone
unnecessary, at least for many applications. Such a
device could ultimately supplant the iPhone,
although that isn’t likely to happen for five to 10
years, even by the most optimistic estimates. —AP

Next big leap for Apple? 

augmented reality

DUBAI: Microsoft Gulf has announced the
launch of its Cloud Summer Camp that will
take place in Mauritius this August. The ini-
tiative is part of the Microsoft Cloud socie-
ty, a unique program that gives IT Pros an
opportunity to advance their technical acu-
men and become world-class experts in
the space of cloud computing. Interested
candidates can now avail the chance to win
a spot in the Cloud Summer Camp and fly
to Mauritius this August by registering on
Microsoft Cloud Society and completing
any of the available Azure Skills courses in
the month of July ; or alternatively by
attending more than 4 Azure sessions on
TeachMeNow.

Upon achievement of these courses,
participants can publish a copy of comple-
tion certificate on their personal LinkedIn
page with hash-tag #MSCloudSociety and
share the link of this post on the Microsoft
Gulf IT Pro page. Winners amongst eligible
participants will be selected based on the
highest number of endorsements achieved
on LinkedIn in “Cloud Computing”. Names
of confirmed winners will be posted online
on Microsoft’s IT Pro Facebook page. So,
whether you’re new to Azure or already a
cloud professional; come jump start your
skills with the most up-to-date training on
Microsoft Azure in a concise, intensive and
real-time environment.

Boost your cloud skills 

at Microsoft cloud 

summer camp in Mauritius

CALIFORNIA: In this file photo, a person takes a photo of an Apple logo before an
announcement of new products at the Apple Worldwide Developers Conference in
San Jose, California. —AP

WASHINGTON: Two months ago,
Marcus Hutchins was an “accidental
hero,” a young computer whiz living
with his parents in Britain who found
the “kill switch” to the devastating
WannaCry ransomware. Today, the 23-
year-old is in a US federal prison,
charged with creating and distributing
malicious software designed to attack
the banking system. His arrest this week
stunned the computer security com-
munity and shines a light on the shad-
owy world of those who sometimes
straddle the line between legal and ille-
gal activities.

Hutchins’ arrest following Def Con in
Las Vegas, one of the world’s largest
gathering of hackers, delivered “an
extreme shock,” according to Gabriella
Coleman, a McGill University professor
who studies the hacker community.
“The community at Def Con would not
admire a hacker who was doing hard-
core criminal activity for profit or dam-
age-that is frowned upon,” Coleman
said. “But there are people who do
security research... who understand that
sometimes in order to improve security,
you have to stick your nose in areas that
may break the law. They don’t want to
hurt anyone but they are doing it for
research.”

Hackers are generally classified as
“white hats” if they stay within the law
and “black hats” if they cross the line. At
gatherings like Def Con, “you have peo-
ple who dabble on both sides of the
fence,” said Rick Holland, vice president
at the security firm Digital Shadows. An
indictment unsealed by US authorities

charges Hutchins and a second individ-
ual-whose name was redacted-of mak-
ing and distributing in 2014 and 2015
the Kronos “banking Trojan,” a reference
to malicious software designed to steal
user names and passwords used at
online banking sites.

Hacker mindset
James Scott, a senior fellow who fol-

lows cybersecurity at the Institute for
Critical Infrastructure Technology, said it

is sometimes difficult to separate the
white hats from the black hats. The
hacker mindset includes “an insatiable
need to satisfy their intellectual curiosi-
ty,” Scott said. “Hackers have that thing,
they can’t sleep. It’s persistent and it’s
constant and it can drive you nuts.”
Scott said he did not know details of
the Hutchins case but that it is possible
he wrote code that someone else
“weaponized.”

Rob Graham of Errata Security said
he came to a similar conclusion,  that

Hutchins “wrote some code, but every-
thing else was done by the other guy...
As a writer of code sometimes used in
viruses, this worries me.” Friends and
collaborators of Hutchins-known by his
online moniker “Malwaretech”-said
they found the allegations hard to
believe. “He worked with me on a proj-
ect in 2014 he refused payment for,”
said a tweet from Jake Williams of
Rendition InfoSec. “This is incongruous
with a black hat writing code for mon-

ey at the same time.” Security
researcher Andrew Mabbitt tweeted
that Hutchins “spent his career stop-
ping malware, not writing it.”

More circumspect
Regardless of the outcome of the

case, some security professionals said
the arrest could erode trust between
the hacker community and law
enforcement. Coleman said hackers
and researchers already tread carefully
in light of the Computer Fraud and

Abuse Act, a law that makes it illegal to
access a computer system without
authorization and has been roundly
criticized by some security profession-
als. “The statute is very broad and it can
be wielded as a tool against
researchers,” Coleman said.

She noted that many in the hacker
community are still reeling over the
2013 suicide of activist Aaron Swartz,
who was charged under the same law
for illegally downloading academic
journals.

Hutchins’ arrest “might actually
drive certain security researchers fur-
ther underground,” said John Dickson
of Denim Group, a security consultan-
cy. “I know several security researchers
from Europe, whom I consider on the
‘white hat’ side of the house, who will
no longer travel to the US to be on the
safe side.”

Holland of Digital Shadows added
that the news “could make people more
circumspect about who they may col-
laborate with.” Scott said the arrest may
be counterproductive for cybersecurity
because hackers like Hutchins help
expose security flaws in order to fix
them. “The establishment needs hack-
ers more than hackers need the estab-
lishment,” he said. Scott added that
Hutchins’ obvious talents could make
him an asset for national security
instead of a liability. “I wouldn’t be sur-
prised if a federal agency made him an
offer he can’t refuse,” Scott said. “A guy
like that should be at Fort Meade,” he
added, referring to the headquarters of
the National Security Agency.—AFP

SAO PAULO: While Uber has changed
ground transport in many cities, Sao Paulo’s
infernal traffic jams have sparked a new
app that opens the sky to commuters:
Voom, a helicopter taxi service that charges
according to distance plus landing fees. It’s
a godsend for those in a rush-but only if
the weather permits. Gustavo Boyde, a
Brazilian living in the United States who
goes to Sao Paulo for business, is one of
those who says the hops above the city are
the only way to get around.

“I’ve opted for helicopters,” he said,
pointing to the metropolis sprawling
beyond the horizon as he choppered
from a chic central district to the airport.
Sao Paulo-South America’s biggest city,
home to 12 million residents within its
municipal limits and millions more in
satellite towns-is regularly choked by gar-
gantuan traffic jams. There are 5.9 million
vehicles, or one for every two people. At
peak hour, traffic can be backed up as
much as 576 kilometers.

Not so pricey 
A new venture launched in April by

Europe’s Airbus, Voom has taken a page
out of Uber’s marketing manual to put
clients above it all-at a competitive price.
The app asks passengers to enter their
weight and that of any baggage, then
immediately sends the calculated fare.
Boyde’s run, from the southeastern neigh-
borhood of Itaim Bibi to the airport some
30 kilometers (20 miles) away, takes nine
minutes and costs $150.

Compare that with the market rates
before Voom became available. Individual
helicopter companies wanted 10 times
more-and trips needed to be booked at
least two days in advance. “Our goal is to
make helicopter transport accessible to
more people, so that the helicopter is seen
as an alternative,” said Voom’s executive
director, Uma Subramanian.

In Boyde’s case, taking a helicopter
through the app was a no-brainer. Using a
traditional taxi on the clogged roads would
have cost him $50 and an hour and a half
of frustrating stop-and-go. “I chose Voom
because it fits within my travel budget, it’s
economical and it’s practical,” Boyde said.
“Those are two hours I can now use for

work, which is handy given the tight sched-
ule I  have,” he said. According to
Subramanian, saturated roads in Latin
America mean that “people lose up to 10
hours a week” stuck in traffic. 

Biggest fleet 
Sao Paulo topped a list of 500 cities

Voom considered for its debut, for a variety
of reasons. The city, which sits in a state of
the same name whose population exceeds
45 million, has the biggest fleet of helicop-
ters in the world. ANAC, the National
Association for Civil Aviation, says 700
choppers, or nearly a third of Brazil’s total
number, are located there, alongside 528
helipads. Brazil’s deep recession also means
that many in Sao Paulo’s aviation sector
have embraced Voom.

“In the current situation of a contracting
market, the arrival of this service is a posi-
tive,” said Arthur Fioratti,  head of the
ABRAPHE association of Brazilian helicopter
pilots that covers some 2,000 professional
flyers. Back during Brazil’s boom time,
between 2010 and 2013, the sector flour-
ished. ABRAPHE said there were 2,000 heli-
copter flights a day in Sao Paulo state.
Today, there are 1,300.

Voom has deals with three helicopter
companies which operate five helicopters
in Sao Paulo’s metropolitan zone. Business
travelers are the company’s target clien-
tele-an elite used to taking a lift to the top
of a glass-and-steel tower to be picked up
on the rooftop helipad. But it hopes to
eventually broaden the appeal of flitting
across the sky by bringing fares down to
below what a taxi would charge.

Eye on the weather 
Currently, between six and 10 people use

Voom’s service daily. “When my friends saw
me using a helicopter to get to the airport
they asked if I’d become a millionaire. When
I told them how much it cost, they were sur-
prised,” said Lucas Amadeu, the head of mar-
keting for a technology company. “I think
that once people know what it costs, the
service will grow a lot,” he added. But while
market forces are one thing, Mother Nature
is another, and the sometimes violent
storms and tropical rain that lash Sao Paulo
can ground Voom’s fleet. —AFP

Want to escape Sao Paulo’s 

traffic? Take a flying taxi

Alastair Paterson

Arrest shines light on shadowy 

community of good, bad hackers


