
DUBAI: Huawei’s brand love and reputation as a
company has been growing from strength to
strengthin the Middle East, proven by the latest
YouGov 2017 Brand Index Rankings. For the second
consecutive year, Huawei has secured rank 3 in the
UAE Top Index Improvers list, with a significant
improvement of 50 percent in its index scoring. In
theKingdom of Saudi Arabia, Huawei ranks second
place, with an index improvement of 87 percent. By
consistently enhancing its brand reputation and
scoring year on year, Huawei has been winning a firm
foothold and recognition in the region. The Index
Rankings show the brands with the highest average
Index scores between July 1, 2016 and June 30, 2017. 

The ‘brand health’ ranking takes into account
consumers’ perceptions of each brand’s quality, val-
ue, impression, satisfaction, reputation and
whether they would recommend the brand to oth-
ers. “The Huawei Consumer Business Group is com-
mitted to delivering intelligent devices that antici-
pate users’ needs and fit more organically into the
way people work and live,” says Gene Jiao,
President of Huawei Consumer Business Group,
Middle East & Africa. “Looking ahead, Huawei
expects to spur continued growth as the company
pushes its devices further through innovations in
artificial intelligence and machine learning that will
drive the new ‘smart era’ forward.”

Huawei recently signed a memorandum of
understanding with The Executive Council of Dubai
to be one of the first smartphone companies to
introduce Dubai Font to its users. The partnership is
a further testament to Huawei’s commitment to
spearheading cultural and technological innova-
tions for its consumers in the region. As a favorite
brand of consumers, Huawei offers value, excel-
lence and reliability across its comprehensive range
of products to meet the needs of the most demand-
ing global users. 

With a core focus on innovation and consumer
experience, Huawei has been pooling together the
best R&D minds from around the globe to build

global innovation capacity and create products and
services of the utmost quality and unrivalled excel-
lence. With 30 years of innovation as a brand,
Huawei continues to top the list of a number of
global agencies. Fortune 500 included Huawei
among its top global 100, ranking 83rd with a rev-
enue of $78.51 billion. Huawei also ranked number
49 in the 2017 BrandZ Top 100 Most Valuable Global
Brands and number 40 on the Brand Finance 2017
Global 500 list of the top most valuable brands in
the world. Huawei, one of the world’s leading tech-
nology brands, strives to be a reliable and depend-
able provider of beautifully designed devices that
exceeds user expectations.

Huawei brand secures top spots in YouGov Index improvers list
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Mergers and acquisitions (M&A) can be
exciting, offering companies a signifi-
cant platform for growth. According to

the Deloitte M&A Index 2016, global M&A activi-
ty reached record-breaking deal values in 2015
at over $4 trillion, with the resulting deals
expected to add $1.5 to $1.9 trillion in value to
these companies. But while mergers and acqui-
sitions propel companies forward, the M&A
process also fuels significant opportunities for
cyber criminals. Failure to secure sensitive infor-
mation during this time opens the door to
threat actors looking to profit by exploiting
financial markets and proprietary intellectual
property (IP). 

Let’s just take a closer at the Middle East in
terms of its M&A activity. The Middle East M&A
activity recorded 75 deals worth US$29.9bn in
2016, jumping 2.3x by value compared to 2015
(71 deals, US$13.1bn). The oil and gas sector,
along with the food and beverage, transporta-
tion, technology and utilities and energy sectors
had a high share of cross-border transactions. 

The acquisitions by companies based in Saudi
Arabia followed by Qatar and UAE accounted for
the majority of overseas acquisitions with tech-
nology being the most active sector of Middle
Eastern M&Ainvolvement.  As per the prediction
of an ATKearney report, over the next 12
months, it is expected that MENA and interna-
tional M&A markets will continue remain active.
Combine that with the explosion of big data and
the prevalence of corporate data security
breaches, the failure to evaluate cybersecurity
risks quickly turn a great opportunity into an
unmitigated failure.

Understanding the cyber risks present along
the M&A process is the first step toward mitigat-
ing the risk. While each process will have its own
nuances, all tend to follow five general stages.
Along each stage new risks emerge and
advanced attackers, well-versed in corporate
espionage techniques, stand to profit. Here’s a
brief look at each of the stages and the types of
risks and possible degradations in security pos-
ture that may occur.

Preparation for acquisition 
and/or valuation

Organizations are vulnerable to threats right

from the start.
Job listings for
positions that
require corpo-
rate develop-
ment or other
M & A - r e l a t e d
experience, or
activities like
another round
of funding or
other initia-
tives to boost
the company
in the eyes of
deal makers,
can be clues

that M&A activity is in the offing. Astute financial
analysts may draw their own conclusions based
on activity and start to comment. Meanwhile,
sophisticated threat actors who have picked up
the scent may target executives typically
involved with such activity with spear-phishing
campaigns,  man-in-the -middle malware
attacks, or simply through unsecured wireless
Internet connections. Not only is the deal
exposed earlier than intended, possibly leading
to a host of complications, but information
gained can be highly valuable to those with
nefarious motivations. 

Marketing
As companies move through the process

they may alter their marketing behaviors. To
the public these marketing activities may
appear innocuous. But to a trained eye an
identifiable pattern and opportunity can
emerge. A company slowing down its cycle of
product announcements or showing strength
in profitability while quietly reducing staff can
raise suspicion. Employees who have lost
their jobs may start to leak information and
further tip off cybercriminals who may launch
spear-phishing campaigns to confirm their
suspicions and acquire valuable data. 

Due diligence
This stage of the process can provide

executives with opportunities to gain signifi-
cant insights to help reduce risk, but it can
also provide cybercriminals with significant
opportunities to steal data. The acquiring

company has the chance to review the secu-
rity and integrity of the systems of the com-
pany they are merging with and understand
how to mitigate risk before finalizing the
deal. At the same time, both companies may
experience an increase in spear-phishing
attempts as attackers strive to take advan-
tage of a surge in data that exchanges hands
during due diligence.

Negotiations, signing and announce-
ments 

Organizations that lack social media poli-
cies, mobile device management and end-
point protection may find data leaked inad-
vertently as the end of the M&A process
approaches. While all employees should be
vigilant at this stage, executives are particular-
ly susceptible to leaking data. Poorly secured
personal devices and the use of public Wi-Fi to
review documents while on the road or in
meetings provide bad actors with ample
opportunity to steal high-value data. Once the
announcement is made, the doors will open
even wider and less sophisticated attackers
will also try to profit or cause disruptions. 

Waiting period and final merge
The main risk at this stage is from employ-

ees who fear a job loss or change and may
leak IP or other data. If an attacker has estab-
lished a foothold in a merging network, this is
also an optimal time to monitor communica-
tions and patiently wait for deeper access or
utilize that information for social engineering. 

Clearly, vigilance is required at all stages of
the M&A process, as a failure to secure sensi-
tive information constitutes both a threat to
the organization and an opportunity for bad
actors. Individuals’ behaviors, unintentional
clues and vulnerabilities in inherited network
infrastructure and software can all open the
door to cyber risk. However, organizations
armed with these insights can better under-
stand the threats they face and mitigate
accordingly. Given the value to be gained
once the companies are combined, it’s safe to
say that ensuring successful integrations will
be a priority on boardroom agendas. Security,
both during the M&A process and after the
deal is closed, will play a central role in posi-
tive outcomes.
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Vice President,
Middle East, Turkey
and Africa at Dell
EMC said: “Today,
big data appears
to be restricted by
access, authentici-
ty and monetiza-
tion challenges.
However, sharing
data through
Blockchain tech-
nology, can not
only help in unlock-
ing new enterprise value for organizations but
also address three of its unresolved challenges:
controlling data, ensuring data credibility, and
building universal exchanges. 

Therefore, Blockchain technology is proving
to be an effective approach to create a universal-
ly cohesive ecosystem that enables better col-
laboration for data exchange that can accelerate
development of  smar t  c it ies  and transform
mainstay industr ies such as healthcare and
financial services. 

Dell EMC is dedicated to unlocking the real
potential of data as an economic asset by mak-
ing it more accessible and democratized - cen-
t ra l  to  the  core  objec t ives  of  the  Dubai
Blockchain strategy.” 

How M&A activity can open 
the door to cyber threats
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DUBAI: New research which examined how organiza-
tions are evolving from a traditional office environ-
ment to a digital work place reveals that gaining com-
petitive advantage and improving business process
are among the top goals of their digital transforma-
tion strategy. This is according to 40 perfect of 800
organizations in 15 countries on five continents that
were interviewed for Dimension Data’s Digital
Workplace Report: Transforming Your Business which
was published recently. Another insight in the Report
is that digital transformation is not just about adopt-
ing the technologies of the past: 62 percent of
research participants expect to have technology such
as virtual advisors in their organizations within the
next two years. 

In addition, 58 percent expect to start actively
investing in technology that powers virtual advisors
in the next two years. “In a new Digital Transformation
in the Workplace report published by Dimension Data
last month, the research revealed that countries in
the GCC and the Middle East are rapidly divesting
from oil driven economies into digital, smart, mobile,
and data enabled services driven economies.
Migrating their workforces into transformative work
environments is critical to ensure success in this jour-
ney,” says Mechelle Buys Du Plessis,  Managing
Director, Dimension Data, Middle East.

Today, the digital workplace is no longer just made
up of managers and those managed; co-workers col-
laborating with one another to complete projects;
and employees interacting with customers and part-

ners. It ’s increasingly
populated by ‘virtual
employees’ who do not
exist in a physical
sense, but nonetheless
play an important role
in the organization.
While artificial intelli-
gence (AI) technology
is still in its infancy, it is
sufficiently advanced
to be working its way
into companies in the
form of virtual assis-
tants, and, in certain
industries such as
banking, virtual tellers

and virtual advisors. Manifested as bots embedded
into specific applications, virtual assistants draw on AI
engines and machine learning technology to respond
to basic queries.

“It’s no longer enough to simply implement these
technologies,” says Krista Brown, Dimension Data’s
Group End-user Computing SVP. “Organizations have
grown their use of analytics to understand how these
technologies impact their business performance:  64%
use analytics to improve their customer services, and
58 percent use analytics to benchmark their work-
place technologies.” Meanwhile, around 30 percent of
organizations said they’re far along in their digital
transformation initiatives and are already reaping the

benefits, while others are still in the early stages of
developing a plan.

Brown says one reason that could be holding com-
panies back from implementing a digital workplace is
their corporate culture. Often, technology and corpo-
rate culture inhibit - rather than encourage - work
style change.  However, the number one barrier to
successful adoption of new work styles was IT issues,
and research participants cited organizational issues
as another. “The complexity of the existing IT infra-
structure can present a major hurdle to implementing
new collaboration and productivity tools to support
flexible work styles. Successful transformation imple-
mentations are achieved when IT works closely with
line-of-business heads,” says Brown and adds that
these transformations are supporting new ways of
doing business or supporting clients.

IT leaders were asked to rank which technologies
were most important to their digital workplace strate-
gies. Robert Allman, Group Senior Vice President,
Customer Experience and Collaboration believe that
mobility is pivotal to a digital workplace. “Business
leaders and CIOs are switched on to the importance of
mobility in the digital workplace, with an even mix of
companies supporting company-provided and
employee-owned devices in the work environment.”
Enterprises are also turning to new workplace tech-
nologies to drive increased customer service, with 45
percent of respondents saying they’ve improved cus-
tomer satisfaction as a result of their use of digital
workplace technology.

SAN FRANCISCO: Apple’s decision to bow
to Chinese officials by removing apps to
sidestep online censorship underscores the
dilemma faced by US tech companies seek-
ing to uphold principles while expanding
their business. The iPhone maker is the lat-
est from Silicon Valley to face a conundrum
in balancing their value for human rights
and free expression against a government
intent on controlling online content. Apple
this week acknowledged it had removed
applications for so-called VPNs or virtual
private networks, despite objections. 

“We would rather not remove the apps,
but like in other countries, we obey the
laws where we do business,” Apple chief
Tim Cook said during an earnings call. “We
are hopeful that over time, the restrictions
we are seeing are loosened, because inno-
vation really requires freedom to collabo-
rate and communicate, and I know that is a
major focus there.” The prospect of Apple
scoring a hit with a 10th-anniversary
iPhone model in the months ahead
appeared to outweigh backlash from
online rights activists who criticized the
world’s most valuable technology company
for not standing up for online freedom. 

“There is a belief that millennial really
want companies to be more active in pro-
tecting people’s rights and free speech,”
Silicon Valley analyst Rob Enderle of
Enderle Group said. “There is obviously no
connection between the rhetoric and buy-
ing behavior at this point.” Chinese internet
users have for years sought to get around
the so-called “Great Firewall” restrictions,
including blocks on Facebook and Twitter,
by using foreign VPN services. 

“If other companies follow Apple’s lead,
it could soon be much harder for people in
China to access information freely online,”
Amnesty International said in a blog post.
“Businesses have a responsibility to respect
international human rights law. We would
have expected a more robust stance from
Apple, a company that prides itself on
being a privacy champion.”

Under pressure    
Cook maintained that the App Store in

China remained stocked with VPN apps,
including creations from developers out-
side that country. A commercial VPN

securely relays internet communications
through a private channel, hiding it from
locals networks and, potentially, censors.
“This wasn’t a choice they really wanted to
make, and I’m not sure what they could
have done about it,” analyst Enderle said of
Apple. “They are not doing well in China,
and ticking off the leaders would certainly
not help.”

Apple and Chinese censors will ulti-
mately “face a barrage of pressures” from
each other and from technology users in
China, US-based internet rights group
Electronic Frontier Foundation (EFF) said in
an online post. “If Apple makes too great a
stand against China’s laws, it could be
thrown out of the country,” Eva Galperin
and Amul Kalia of the EFF said in post. “But
if China pushes its censorship system too
hard, it will have to face the growing frus-
trations of its own elite.” They reasoned that
there was hope the crackdown on VPNs in
China would recede when the political cli-
mate there improves.

Android upside?    
There is a history of US internet stars

being humbled in China. Yahoo a decade
ago wound up having to make amends
after going along with Chinese officials
demanding help some identifying pro-
democracy advocates who used Yahoo
online message boards. Microsoft has been
doing business in China for some 20 years,
staying within guidelines set by the gov-
ernment. Seven years ago, Google pulled
its search engine out of mainland China in
a rare stand against censors and for inter-
net privacy.

“Google stood up and left, and now they
aren’t a power in China,” Enderle said of the
cost of the move. However, the removal of
VPN applications in China by Apple could
ramp up the popularity of iPhone rivals
powered by Google-backed Android soft-
ware that lets people get apps from unoffi-
cial marketplaces. Apple’s business model
which requires users to install  only
approved applications, ironically, makes it
easier for a regime like China to exert con-
trol, analysts point out. Galperin and Kalia
of the EFF said the Apple policy “creates a
single chokepoint for free expression and
privacy.”—AFP 

Mechelle Buys Du Plessis
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BEIJING: People walk past an Apple store in Beijing.—AFP

Apple’s China problem
highlights conundrum 
for technology sector

Artificial intelligence, analytics accelerate 
pace of digital workplace transformation

CHINA: This undated handout from the Xi’an Chizi Digital Technology com-
pany shows products printed using 3D printing technology in Xian in China’s
northern Shanxi province.—AFP

BEIJING: The small, ornate figurines look like relics of a bygone age:
a serene Buddha’s head from the Tang dynasty, or a collection of
stone-faced soldiers from the Qin era. The creation process, howev-
er, is decidedly modern. In northwest Shaanxi province’s capital of
Xian, home to such historic sites as the clay Terracotta Army and the
1,000-year-old Giant Wild Goose Pagoda, a small studio and factory
uses 3D printing technology to replicate ancient art. “All the intricate
details of the original design are preserved in a 3D mould,” Xi Xin,
the president of the Xian Chizi Digital Technology company, said. 

“Human workers may not be able to produce everything we want
in the design, but the printer can do it all.” The firm, whose products
are sold at museum shops and to personal collectors, is among the
businesses taking advantage of China’s foray into 3D printing-a rapid-
ly-growing industry that has been incorporated into the country’s
national manufacturing strategy. “In the last five years, 3D printing in
China has grown from a one billion yuan ($149 million) industry to a
more than 100 billion yuan ($14.9 billion) industry,” Luo Jun, the head
of the China 3D Printing Technology Industry Alliance, said.  —AFP

Sharing data through
blockchain made easier

A Chinese 3D print studio fuses 
ancient art with modern tech


