
Friday, December 8, 2017B u s i n e s s

Friday 41

Uber paid Florida 
man to keep data 
breach secret: Sources
SAN FRANCISCO: A 20-year-old Florida man
was responsible for the large data breach at Uber
Technologies Inc last year and was paid by Uber
to destroy the data through a so-called “bug
bounty” program normally used to identify small
code vulnerabilities, three people familiar with the
events have said. Uber announced on Nov. 21 that
the personal data of 57 million users, including
600,000 drivers in the United States, were stolen
in a breach that occurred in October 2016, and
that it paid the hacker $100,000 to destroy the
information. 

But the company did not reveal any informa-
tion about the hacker or how it paid him the
money. Uber made the payment last year through
a program designed to reward security re-
searchers who report flaws in a company’s soft-
ware, these people said. Uber’s bug bounty
service - as such a program is known in the indus-
try - is hosted by a company called HackerOne,
which offers its platform to a number of tech com-
panies. Reuters was unable to establish the iden-
tity of the hacker or another person who sources

said helped him. Uber spokesman Matt Kallman
declined to comment on the matter.

Newly appointed Uber Chief Executive Dara
Khosrowshahi fired two of Uber’s top security of-
ficials when he announced the breach last month,
saying the incident should have been disclosed to
regulators at the time it was discovered, about a
year before. It remains unclear who made the final
decision to authorize the payment to the hacker
and to keep the breach secret, though the sources
said then-CEO Travis Kalanick was aware of the
breach and bug bounty payment in November of
last year. 

Kalanick, who stepped down as Uber CEO in
June, declined to comment on the matter, accord-
ing to his spokesman. A payment of $100,000
through a bug bounty program would be ex-
tremely unusual, with one former HackerOne ex-
ecutive saying it would represent an “all-time
record.” Security professionals said rewarding a
hacker who had stolen data also would be well
outside the normal rules of a bounty program,
where payments are typically in the $5,000 to
$10,000 range.

HackerOne hosts Uber’s bug bounty program
but does not manage it, and plays no role in de-
ciding whether payouts are appropriate or how
large they should be. HackerOne CEO Marten
Mickos said he could not discuss an individual
customer’s programs. —Reuters

BEIJING: The International Monetary Fund
yesterday warned of brewing risks in China’s
banking system as it found dozens of crucial
lenders needed to beef up their defenses against
possible financial crises. The IMF report comes
a day after regulators in Beijing drafted new
rules to strengthen bank funding, and follows a
number of alerts about a ballooning debt prob-
lem in the world’s number-two economy. Near
the top of the list in the IMF study on the sta-
bility of China’s financial system is the need for
banks to increase their capital to ward off risks
from mounting debt.

China has largely re-
lied on debt-fuelled in-
vestment and exports to
drive its tremendous
economic growth, but
the Fund said this
model has reached its
limits. Part of the prob-
lem lies in high growth
targets, the IMF said,
which incentivize local
governments to extend credit and protect fail-
ing companies. “We recommend the authorities
to de-emphasize the GDP (growth),” Ratna
Sahay, deputy director of the IMF’s Monetary
and Capital Markets Department, said during
a news conference. China should “incite local
governments to strengthen supervision on
risks”, she added.

Abundant credit allows local governments to

hit high growth figures but now each extra dollar
of debt is producing diminishing returns. The bal-
looning debt-estimated at 234 percent of gross
domestic product by the IMF-adds financial risk
and may weigh on China’s future economic
growth. “Credit growth is an important indicator
of future financial distress, because lending stan-
dards often fall in the rush to make more loans,”
IMF experts warned in a blog post.  

Zombie companies    
The Fund’s experts carried out stress tests

on dozens of banks.
China’s big four banks
had adequate capital but
“large, medium, and city-
commercial banks ap-
pear vulnerable”, the
IMF said. It added that
27 out of the 33 banks
tested-accounting for
three-quarters of China’s
banking system assets-
were “undercapitalized

relative to at least one of the minimum require-
ments”. While the country’s banking system
meets the requirements of global banking rules
known as Basel III, “current circumstances war-
rant a targeted increase in capital”, the report
said.

“This would create a buffer to absorb poten-
tial losses that can be expected during the eco-
nomic transition as credit is tightened and

implicit guarantees are removed.” China’s cen-
tral bank said it disagreed with “a few descrip-
tions and views” in the report. “The descriptions
of the stress testing did not fully reflect the out-
comes of the test,” the People’s Bank of China
said on its website. The China Banking Regula-
tory Commission on Wednesday released a
draft of fresh rules to tackle related issues.

The latest regulations call for new indicators
to monitor commercial banks’ liquidity and set
related requirements. They will “strengthen

management of liquidity risk for banks and pro-
tect the safety and stability of the banking sys-
tem”, the commission said. In some cases local
banks face pressure to lend to politically impor-
tant companies, as local governments aim to
maintain high employment even if that means
cash-bleeding enterprises continue to operate.
These loss-making firms, often state-owned,
have come to be known as zombie companies,
and banks and investors fund many of them as
if they will not be allowed to fail. —AFP
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WASHINGTON: The International Monetary Fund logo is seen inside its headquarters at the end of the IMF/World
Bank annual meetings in Washington, US. —Reuters

VW executive gets 
seven years for 
US emissions fraud
DETROIT: A US-based Volkswagen AG executive
who oversaw emissions issues was sentenced to
seven years in prison and fined $400,000 by a
judge on Wednesday for his role in a diesel emis-
sions scandal that has cost the German automaker
as much as $30 billion. The prison sentence and
fine for the executive, Oliver Schmidt, were the
maximum possible under a plea deal in August the
German national made with prosecutors after ad-
mitting to charges of conspiring to mislead US reg-
ulators and violate clean-air laws.

“It is my opinion that you are a key conspirator
in this scheme to defraud the United States,” US
District Judge Sean Cox of Detroit told Schmidt in
court. “You saw this as your opportunity to shine
... and climb the corporate ladder at VW.” Schmidt
read a written statement in court acknowledging
his guilt and broke down when discussing his fam-
ily’s sacrifices on his behalf since his arrest in Jan-
uary. “I made bad decisions and for that I am
sorry,” he said. 

US Department of Justice trial attorney Ben-
jamin Singer argued in court that Schmidt was
“part of the decision making process” at VW to
hide a scheme to fake vehicle emissions results and
had opportunities tell regulators the truth. “Every

time he chose to lie,” Singer said. In March, Volk-
swagen pleaded guilty to three felony counts under
a plea agreement to resolve US charges that it in-
stalled secret software in vehicles in order to elude
emissions tests.

US prosecutors have charged eight current and
former Volkswagen executives. Six of those remain
at large. Volkswagen rebounded from the scandal
during the past year.  Chief Executive Matthias
Mueller last month predicted record deliveries of
vehicles for the company this year, and the Volk-
swagen car brand has said it expects record deliv-
eries for 2017, and raised its midterm profitability
outlook.  At the Los Angeles auto show last week,
the head of Volkswagen’s US operations declared,
“we’re back,” citing improved US vehicle sales. 

Schmidt was charged with 11 felony counts and
federal prosecutors said he could have faced a
maximum of up to 169 years in prison. As part of
his guilty plea, prosecutors agreed to drop most of
the counts and Schmidt consented to be deported
at the end of his prison sentence. Schmidt was in
charge of the company’s environmental and engi-
neering office in Auburn Hills, Michigan, until Feb-
ruary 2015, where he oversaw emissions issues.

He returned to Germany the same month where
he was told about the existence of the software.
According to Schmidt’s guilty plea, later that year
he conspired with other executives to avoid dis-
closing “intentional cheating” by the automaker in
a bid to seek regulatory approval for its model
2016 VW 2 liter diesels. The auto industry is still
feeling the repercussions of Volkswagen’s diesel
cheating. —Reuters
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