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VILNIUS, Lithuania: Police in Lithuania
say more than 25,000 private photos and
personal data - including nude pictures -
were made public Tuesday following the
hacking of a chain of plastic surgery clin-
ics. Police said a hacking group called Tsar
Team broke into the servers of Grozio
Chirurgija clinics earlier this year and

demanded ransoms from the clinic ’s
clients in Germany, Denmark, Britain,
Norway and other EU countries.

Police say after threats, several hun-
dred images were released in March and
rest of the database was made public on
Tuesday. It’s unclear how many patients
have been affected, but police say dozens

have come forward to report being black-
mailed. “It’s extortion. We’re talking about
a serious crime,” the deputy chief of
Lithuania’s criminal police bureau
Andzejus Raginskis told reporters. Police
are working with security services in other
European countries and have warned that
people who download and store the

stolen data could also be prosecuted.
“Clients, of course, are in shock. Once

again, I would like to apologize,” Jonas
Staikunas, the director of Grozio Chirurgija,
told local media. “Cybercriminals are black-
mailers. 

They are blackmailing our clients with
inappropriate text messages.” Staikunas

said victims were asked to pay up to 2,000
euros ($2,238) to guarantee that nude
images, passport copies, social security
numbers and other data would not be
made public.  The hackers had also
demanded that the clinic pay 344,000
euros ($385,000) in ransom to prevent the
data dumping, but it refused. — AP 

Plastic surgery clinics hacked; 25,000 photos, data online

SAN FRANCISCO: Nest Labs is adding Google’s
facial recognition technology to a high-resolu-
tion home-security camera, offering a glimpse of
a future in which increasingly intelligent, inter-
net-connected computers can see and under-
stand what’s going on in people’s homes. The
Nest Cam IQ, unveiled yesterday, will be Nest’s
first device to draw upon the same human-like
skills that Google has been programming into its
computers - for instance, to identify people in
images via its widely used photo app. Facebook
deploys similar technology to automatically rec-
ognize and recommend tags of people in photos
posted on its social network.

The cost of facial recognition
The new camera will set you back almost

$300, and you’ll also have to pay $10 a month for
a plan that includes facial recognition technolo-
gy. The same plan will also include other fea-
tures, such as alerts generated by particular
sounds - barking dogs, say - that occur out of the
camera’s visual range. 

The camera will only identify people you
select through Nest ’s app for iPhones and
Android devices. For instance, you could pro-
gram the device to recognize a child, friend or
neighbor, after which it will send you a notifica-
tions about that person being in the home. It
won’t try to recognize anyone that an owner has-
n’t tagged. Even if a Nest Cam IQ video spies a
burglar in a home, law enforcement officials will
have to identify the suspect through their own
investigation and analysis, according to Nest.

Privacy concerns
Facial recognition is becoming much more

common on home-security cameras. Netatmo,
for instance, introduced a security camera tout-
ing a similar facial recognition system in 2015.
That camera sells for $100 less than the Nest
Cam IQ. The way that the Nest and Netatmo
cameras are being used doesn’t raise serious pri-
vacy concerns because they are only verifying

familiar faces, not those of complete strangers,
said Jennifer Lynch, who specializes in biomet-
rics as a senior staff attorney for the Electronic
Frontier Foundation, a digital advocacy group. 

But Lynch believes privacy issues are bound
to crop up as the resolution and zoom capabili-
ties of home security cameras improve, and as
engineers develop more sophisticated ways of
identifying people even when an image is mov-
ing or only a part of a face is visible. Storing
home-security videos in remote data centers
also raises security concerns about the imagery
being stolen by computer hackers. “It definitely
could become a slippery slope,” Lynch said. The
privacy issues already are thorny enough that
Nest decided against offering the facial recogni-
tion technology in Illinois, where state law for-
bids the collection and retention of an individ-
ual’s biometric information without prior notifi-
cation and written permission from a person.

Further details
Nest ’s $10 monthly subscription plans

includes video storage for 10 days. Video can be
stored for a maximum of 30 days with an
upgrade to a subscription plan costing $30 per
month. The high-end camera supplements low-
er-resolution indoor and outdoor cameras that
Nest will continue to sell for almost $200.
Neither of the lower-end cameras is equipped
for facial recognition. Nest can tap into Google’s
expertise in artificial intelligence because both
companies are owned by the same parent com-
pany, Alphabet Inc. — AP 

Nest wants your security 
camera to recognize you

This photo provided by Nest Labs shows the
Nest Cam IQ. —AP 

BEIJING: In this April 29, 2015, file photo, visitors use a laptop computer at a display
booth as a security guard stands nearby at the Global Mobile Internet Conference. — AP  

BEIJING: China has postponed enforcement
of part of a cybersecurity law that companies
warn violates Beijing’s free-trade pledges but
says most of it will  take effect today as
planned. 

Communist authorities say the measures
are needed to prevent crime and terrorism
and to protect privacy. Companies and for-
eign governments complain the law will ham-
per market access and is being rushed into
force before Beijing has told companies how
to comply.

“This certainly will be a huge impact,” said
Michael Chang, a vice president of the
European Union Chamber of Commerce in
China. “The situation is still a lot of uncertain-
ty and unclarified terms,” Chang said. “We still
see a lack of tangible rules for business to fol-
low.” The latest version of measures sent to
companies on regulation of cross-border
movement of data says they take effect
Thursday but enforcement is postponed for
18 months to Dec. 31, 2018.

No explanation 
It gave no explanation for the postpone-

ment. But it followed appeals by a coalition of
dozens of global business groups for a delay
until the rules could be made consistent with
World Trade Organization regulations. Other
measures including how to define important
data and security standards for computer
equipment take effect Thursday, according to
the Cyberspace Administration of China, the
agency responsible for enforcing them.

The law will “protect the broad masses of
people and effectively safeguard national
cyberspace sovereignty and security,” the
agency said yesterday on its website. A meas-
ure on how to define important data takes
effect today, five days after it was released
Saturday for a 30-day comment period.
Beijing has issued a series of measures over
the past decade to tighten control over data,
minimize reliance on foreign security technol-
ogy and promote China’s fledgling providers.
Business groups and China’s trading partners
complain that violates its market-opening
pledges.

President Xi Jinping’s government has cast
itself as a public defender of global free trade
in response to US President Donald Trump’s
promises to limit imports. But business
groups say Beijing appears to be trying to
squeeze foreign competitors out of promising
fields including agriculture-related biotech-
nology, health products and data security. 

In a report last Thursday, the European
Union Chamber said 30 percent of informa-

tion technology and telecoms companies
that responded to a survey believed they
were discriminated against under national
security-related legislation. The American
Chamber of Commerce in China said in April a
survey found only 10 percent of companies in
technology-intensive industries were opti-
mistic about their regulatory environment.

That has fueled trade strains with the
United States and Europe at a time of anemic
global economic growth. China’s top econom-
ic official, Premier Li Keqiang, is due to meet
Friday with European Union leaders in
Brussels for talks on political and economic
relations amid mounting European frustration
about Chinese market barriers. Chinese lead-
ers have resisted the notion of a borderless
internet and free movement of information. 

Beijing blocks access to foreign websites
deemed subversive and Xi has called on other
governments to respect “cyber sovereignty,”
or the right of countries to restrict online
activity. The Cybersecurity Law would require
computer equipment and security systems to
pass government tests. Companies would be
required to store any data about Chinese citi-
zens within the country. Business groups warn
that would hamper the ability of foreign e-
commerce and other companies to compete in
China. They say security might be weakened if
they are required to shift data storage to China,
where security technology might be weaker.
Trade groups also have warned a portion of
the Cybersecurity Law requiring technology
to be “secure and controllable” might obligate
providers to disclose how products work, rais-
ing the risk trade secrets might be leaked.
Authorities tried Thursday to defuse com-
plaints about potential business disruption. 

“The review will not discriminate against
foreign technology,” the Cyberspace
Administration said. “On the contrary, the
security review will increase consumer confi-
dence in the use of products and expand the
enterprise market.” It said measures on cross-
border data flow were not meant to disrupt
email, e-commerce or other commercial
activity. “We are willing to cooperate with
other countries on this issue so as to jointly
promote the flow of data in an orderly and
free manner,” the Cyberspace Administration
said. Still, companies are uneasy that they
have yet to be given details of how the law
will be implemented, said Jake Parker, vice
president of China operations for the U.S.-
China Business Council. “It greatly affects
business confidence in the China market
because companies are unable to faithfully
obey the law,” Parker said. — AP 

China delays portion 
of cybersecurity law

SAN FRANCISCO: Google is expanding its
paid carpool service throughout California,
building on an effort to get more traffic-weary
drivers to share their rides to work - and to
collect data that could be useful for future
transportation services. The yesterday move
by Google’s Waze unit, best known for its navi-
gation and traffic monitoring app, extends
the year-old carpooling service outside its ini-
tial markets of northern California and Israel.
Waze will now be pairing up drivers and pas-
sengers across a wider expanse that includes
heavily congested highways in Los Angeles
and other parts of southern California.

How it works
Waze connects drivers and riders with simi-

lar commutes based on their home and work
addresses. Riders request carpool rides in
advance, but aren’t guaranteed matches.
Drivers can only pick up one rider; they also
get to review the profiles of potential riders in
advance and to select the ones they prefer.
Riders can only request two rides a day.

The service is primarily focused on rush-
hour commutes, when the odds of successfully
matching drivers and riders are highest. Waze
said tens of thousands of drivers and passen-
gers have registered for carpooling in northern
California. It won’t begin booking carpooling
requests outside northern California until June
6 to give interested drivers and riders a chance
to sign up for the program.

Since signing up for Waze’s carpooling
service in February, Lesley Watson says she
gets paid $3.50 to $5.50 every time she gives
someone a ride on her morning commute
from her home in Oakland to her job at an
advertising agency in San Francisco.
Sometimes, she also picks up a passenger on
her evening commute home, although she
usually drives solo on her return trip. “It has

helped me offset my commute costs for gas,
tolls and parking,” Watson, 28, says. It also has
given her a chance to make new friends
among the five or six people she regularly
picks up through the Waze app.

Waze vs Uber
Although the expansion could pose a

threat to Uber and Lyft, most people who use
ride-hailing services don’t rely on them to get
to work, according to survey data. Instead,
most people use Uber and Lyft for recreation-
al or social reasons, particularly between 10
AM and 4 PM. when public transit shuts down
in many places.

That’s according to a survey of 4,500 peo-
ple conducted last year by the Shared-Use
Mobility Center, a group that focuses on pub-
lic transit and ways to reduce the number of
cars on the road. Only 21 percent of the
respondents summoned a raid-hailing service
to commute to work, and then did so sporadi-
cally, the study found.

Cost could easily be a factor. For instance,
commuting to downtown San Francisco from
the suburb of Lafayette via Uber could cost
between $30 and $40 each way using the ser-
vice’s own carpool option, according to Uber’s
fare estimator . On Waze, that 22-mile (35-kilo-
meter) ride would cost no more than $12.42.

What Google gets
Unlike ride-hailing services, Waze’s carpool-

ing service isn’t designed to provide drivers
with a major source of income. It tries to cal-
culate a price that’s most likely to encourage
two people to carpool instead of driving sepa-
rately. At most, drivers are paid 54 cents per
mile - the rate that Internal Revenue Service
allows to account for gasoline, insurance and
maintenance for a vehicle used on business.
“We want the ride to be affordable enough for

riders so they use it frequently and we want
drivers to be rewarded for taking a detour to
fill an extra seat,” said Josh Fried, head of busi-
ness development for the carpooling service.

The service also doesn’t make much mon-
ey for Google, which derives most of its
income from digital advertising. But the com-
pany will be amassing data on commuters
and their travel habits.  

That could be useful to Google for a vari-
ety of purposes, including targeted advertis-
ing and planning potential future transport
services, including any involving the self-dri-
ving cars one of its spinoffs, Waymo, is cur-
rently testing.

Carpooling as business
While carpooling has been around for

decades, it’s never been particularly popular.
“People don’t want to get tied to something
that requires them to ride with the same peo-
ple and be in a certain place at a certain time,”
said Sharon Feigon, executive director for the
Shared-Use Mobility Center. Using technology
to match drivers and passengers on days they
want to participate in a carpool offers more
flexibility that may get more people to try it
out, and discover they like it, Feigon said.

But it’s not an easy business. Lyft ended its
carpool service nine months ago, citing a
shortage of drivers willing to meet the
demand. It’s currently experimenting with
another commute-hour option called Shuttle
that makes designated stops on routes in two
test markets - San Francisco and Chicago.

The expansion makes it more likely that
Waze will offer carpooling in other urban
regions, although Fried declined to comment
on that possibility. So far, the only other mar-
ket that Waze has confirmed is Brazil, where
the carpooling service will begin operating
later this year. — AP 

DETROIT: Uber has followed through on
threats to f ire star autonomous-car
researcher Anthony Levandowski, whose hir-
ing touched off a bitter trade-secrets fight
with Waymo, the former self-driving car arm
of Google.  Waymo has al leged that
Levandowski downloaded 14,000 documents
containing its trade secrets before he left the
company to found a startup that was later
purchased by Uber. Earlier this month, US
District Judge William Alsup ordered Uber to
return the documents and referred the case
to the US Attorney’s Office in San Francisco
for possible criminal investigation.

Uber General Counsel Salle Yoo told
Levandowski in a letter filed in court by
Levandowski’s lawyers that he hasn’t complied
with Uber’s requests to cooperate in obeying
the judge’s order to return the documents.
“Your failure impeded Uber’s internal investiga-
tion and defense of the lawsuit,” the letter, dat-
ed Friday, stated. It said that Levandowski was
fired for cause and that he has a contractual
right to correct “deficiencies” within 20 days.

A telephone message was left Tuesday
afternoon for Levandowski. His lawyers did
not immediately respond to a request for com-
ment. San Francisco-based Uber appears to be
blaming the stolen documents solely on
Levandowski in an effort to defend itself
against Waymo’s lawsuit. The company’s letter
to Levandowski states that he “represented
and warranted” in his employment agreement
that he has returned or destroyed all property
and confidential information from any previ-
ous employer.

Self-incrimination 
On May 19, Uber threatened to fire

Levandowski unless he waived his constitu-
tional right against self-incrimination so the
ride-hailing service could comply with the
court order. Levandowski has asserted his
rights under the Fifth Amendment since

Waymo filed its lawsuit in February. In docu-
ments posted Tuesday, Levandowski’s lawyers
said Alsup’s order “has thus placed Mr.
Levandowski on the horns of an unconstitu-
tional dilemma: Either he must waive his Fifth
Amendment rights and provide the informa-
tion and materials specified by the order or

face immediate firing.” Levandowski’s expert-
ise in robot-controlled cars is the main reason
that the ride-hailing company bought his
startup for $680 million nine months ago.
Uber wants to develop a fleet of self-driving
cars so its service eventually won’t have to rely
on people to pick up passengers. The compa-

ny is testing autonomous cars with real pas-
sengers in Pittsburgh and elsewhere.

Any admission by Levandowski that he pos-
sesses Waymo documents could embroil him
in even deeper legal trouble. The US Attorney’s
Office would not comment on any possible
investigation. Uber had been standing by
Levandowski’s right to use his Fifth Amend-
ment protections until Alsup issued the deci-
sion requiring the company to return any doc-
uments belonging to Waymo by May 31.

Alsup wrote that “in complying with this
order, Uber has no excuse under the Fifth
Amendment to pull any punches as to
Levandowski.” In a court filing, Levandowski’s
attorneys argued that it’s unconstitutional for a
judge to strong-arm an employer into pressur-
ing a worker to give up his Fifth Amendment
rights to remain on the job.

“It is an act by the judicial branch of our fed-
eral government compelling an individual to
choose between preserving his livelihood and
preserving his constitutional rights,”
Levandowski’s lawyers wrote. The case prompt-
ed Levandowski in April to temporarily step
aside as Uber’s top self-driving car executive
and avoid working on anything related to lidar,
an array of sensors that enables autonomous
vehicles to navigate the roads. Alsup ordered
Uber to ensure its work on lidar remains off
limits to Levandowski. In a statement on
Tuesday, Uber said that Eric Meyhofer, who
took charge of autonomous car research when
Levandowski stepped aside, will continue to
lead the work with Levandowski’s subordinates
now reporting to Meyhofer. — AP 

Uber fires its autonomous car researcher involved in lawsuit

Google expands paid carpooling

SAN FRANCISCO: In this Dec 13, 2016, file photo, Anthony Levandowski, head of Uber’s self-driving program, speaks about their driver-
less car. — AP


