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WASHINGTON: US authorities may now be in a better position to
figure out if Russian hackers and Russian spies swayed last year’s
presidential elections.

A scheme uncovered during a federal investigation into a huge
Yahoo security breach may have opened a window into other
hacks potentially instigated by foreign governments, according to
computer security experts. That includes a separate FBI investiga-
tion into whether the Russian government hired hackers to inter-
fere with the November election that put President Donald Trump
into the Oval Office.

“This makes you more optimistic that they will get to the bot-
tom of what has been going on,” said Robert Cattanach, a former
Department of Justice attorney now in private practice.

In the Yahoo case unsealed Wednesday, the Department of
Justice alleged that two Russian intelligence agents hired a pair of

hackers to engineer a heist that affected at least a half billion user
accounts. In a scheme that prosecutors say blended intelligence
gathering with old-fashioned financial greed, the four men target-
ed the email accounts of Russian and US government officials,
Russian journalists and employees of financial services and other
private businesses, US officials said.

Personal information
Using in some cases a technique known as “spear-phishing” to

dupe Yahoo users into thinking they were receiving legitimate
emails, the hackers broke into at least 500 million accounts in
search of personal information and financial data such as gift card
and credit card numbers, prosecutors said.

“We will not allow individuals, groups, nation states or a combi-
nation of them to compromise the privacy of our citizens, the eco-
nomic interests of our companies or the security of our country,”
said Acting Assistant Attorney General Mary McCord, the head of
the Justice Department’s national security division.

The case, announced amid continued US intell igence

agency skepticism of their Russian counterparts, comes as US
authorities investigative Russian interference through hack-
ing in the 2016 presidential election. Officials said those
investigations are separate.

UN Ambassador Nikki Haley said Trump should take both
investigations serious. “We cannot trust Russia, we should never
trust Russia,” she said on NBC’s “Today show in an interview
broadcast Thursday. Haley has been tougher on Russia than
Trump, who has expressed hope for better relations with Russian
President Vladimir Putin.

One of the Yahoo-related defendants, a Canadian and
Kazakh national named Karim Baratov, has been taken into cus-
tody in Canada. Another, Alexsey Belan, is on the list of the
FBI’s most wanted cyber criminals and has been indicted multi-
ple times in the US. It’s not clear whether he or the other two
defendants, Dmitry Dokuchaev and Igor Sushchin, will ever
step foot in an American courtroom since there’s no extradition
treaty with Russia.

The indictment identifies Dokuchaev and Sushchin as officers
of the Russian Federal Security Service, or FSB. Belan and Baratov
were paid hackers directed by the FSB to break into the accounts,
prosecutors said. Dokuchaev has been in custody in Russia since
his arrest on treason charges in December, along with his superior
and several others. Russian media have reported that Dokuchaev
and his superior were accused of passing sensitive information to
the CIA. The media reports also have contended that Dokuchaev
was arrested by the FSB several years ago and offered a choice:
serve a long prison sentence on hacking charges or sign a contract
to work for the agency.

Counterespionage
The FSB hasn’t commented, and the Justice Department did

not confirm that. Yahoo didn’t disclose the breach until last
September when it began notifying hundreds of millions of users
that their email addresses, birth dates, answers to security ques-
tions and other personal information may have been stolen.
Three months later, Yahoo revealed it had uncovered a separate
hack in 2013 affecting about 1 billion accounts, including some
that were also hit in 2014. US officials said it was especially
galling that the scheme involved officers from a Russian coun-
terespionage service that theoretically should be working collab-
oratively with its FBI counterparts.

“Rather than do that type of work, they actually turned against
that type of work,” McCord said.

Paul Abbate, an FBI executive assistant director, said the
bureau had had only “limited cooperation with that element of
the Russian government in the past,” noting that prior US
demands to turn over Belan had been ignored. Though the US
government has previously charged individual Russian hackers
with cybercrime - as well as hackers directly linked to the Chinese
and Iranian governments - this is the first criminal case to name as
defendants sitting members of the FSB for hacking charges, the
Justice Department said. US intelligence authorities have conclud-
ed that Russian intelligence agencies were behind hacking efforts
of Democratic email accounts in last year’s election. Officials say
this case is separate from that investigation, though one of the
defendants in the Yahoo case, Belan, was among the Russians
sanctioned last year by the Obama administration.

The indictment, which includes charges of economic espi-
onage, trade secret theft and unauthorized access to protected
computers, arise from a compromise of Yahoo user accounts that
began at least as early as 2014. The Justice Department’s assertion
that the FSB was directing the hacking likely provides political and
legal cover for Yahoo, which saw its multibillion-dollar deal with
Verizon teeter after it was forced to warn consumers that their pri-
vate information might have been exposed.

Companies are more likely to be blamed for security incompe-
tence when their networks are compromised by thieves or way-
ward teenagers than when they become the targets of sophisti-
cated espionage carried out by foreign governments.

Easier prey?
But Yahoo probably wouldn’t have been targeted in the first

place if it hadn’t been viewed as easier prey than other major tech
companies, including Google and Microsoft, that also oversee
email services with hundreds of millions of users, said Avivah Litan
of Gartner Inc. “The criminals always go to the place of least resist-
ance,” she said. —AP

Yahoo indictments may 

shed light on other hacks
US in better position to figure out alleged Russia role

This wanted poster provided by the FBI shows Igor
Anatolyevich Sushchin, 43, a Russian national. A US
indictment of two Russian intelligence agents and
two hackers alleged to have stolen more than half a
billion US email accounts in 2014 has cast a spot-
light on the intertwining of the Russian security
services and the murky digital underworld.
According to the indictment, FSB agents Igor
Sushchin and Dmitry Dokuchaev ran two hackers
during the Yahoo operation and paid them. —AP

Turkish CB carefully 

tightens rate policy 

ISTANBUL: Turkey’s central bank took another unortho-
dox tightening step yesterday, hiking the cost of funds
from its “late liquidity window” by 75 basis points while
leaving conventional policy rates on hold ahead of April’s
landmark political referendum. The bank’s decision to hike
the cost of borrowing from its late liquidity window came
a day after the US Federal Reserve lifted rates. By leaving
its three other rates, including the benchmark repo rate,
steady, the Turkish central bank could fuel concern it is
bowing to pressure from President Tayyip Erdogan.

Erdogan, an economic populist who has declared him-
self an “enemy” of interest rates, has railed against what
he says is the high cost of credit in Turkey. Turks go to the
polls on April 16 to vote in a referendum on a constitu-
tional change that would give his office sweeping execu-
tive powers. 

“The committee decided to strengthen monetary tight-
ening in order to contain the deterioration in the inflation
outlook,” the bank’s policy-setting committee said in a
statement. “The central bank will continue to use all avail-
able instruments in pursuit of the price stability objective,”
it said, adding that food prices had contributed in recent
months to sharp increases in inflation.

The Fed’s move made it easier for the Turkish central
bank to follow suit, said William Jackson of Capital
Economics in a note to clients. “The Turkish central bank
had good domestic reasons to tighten monetary policy
today given growing concerns about inflation. But the
Fed’s rate hike last night made their job easier by provid-
ing some cover from political pressure,” he said.

The bank raised the late liquidity window rate to 11.75
percent from 11 percent, less than the 100 basis point
hike that had been predicted by 15 of 23 economists
polled by Reuters.

However, it left its overnight lending rate at 9.25 per-
cent, contrary to the expectations of a hike from nearly
half the economists polled. It also left its benchmark one-
week repo rate at 8 percent.  All but one respondent in the
poll forecast it would be unchanged.

It was unclear how the policy move would affect banks’
lending to consumers and businesses. “The complexity of
Turkey’s monetary policy setup can make it difficult to
interpret decisions, but today’s move was clearly aimed at
tightening monetary conditions,” Jackson said. The lira
firmed following the central bank’s move. It was at 3.6390
at 1254 GMT, some 1 percent firmer on the day. —Reuters

Poland aims to be 

winner in Brexit 

battle for banking jobs

WARSAW: As Britain prepares to leave the European Union, the
country hoping to win the most jobs from London’s financial
center is not Germany or France, but Poland.

While the likes of Frankfurt and Paris are competing for top
investment bankers after Brexit, Poland has set its sights on
mid-tier financial and technical work where salaries may not be
astronomical but jobs are far more numerous. Since the country
joined the EU in 2004, many Poles have gone to Britain to work;
now the government wants to attract more jobs currently
based in Britain for Poles to do at home. The Association of
Business Service Leaders in Poland is working on projects with
seven big financial firms about shifting jobs from London, said
the Association’s managing director Pawel Panczyj. The focus is
on middle office functions such as risk management and infor-
mation technology.

“We are talking with banks, insurance institutions and invest-
ment funds who want to move their middle office abroad.  The
main factor behind their decision (now) is Brexit,” he told
Reuters. Panczyj’s efforts are likely to bear fruit. The regional
head of one global investment bank told Reuters that he esti-
mates as many as 20 percent of jobs at the lender’s London
base could eventually be done in Poland. Last year’s referen-
dum when Britons voted for Brexit has forced banks and other
financial firms to seek new bases for some operations in a coun-
try that will remain in the EU, allowing them to continue serving
clients in the bloc. They are also under pressure to cut costs as
they look at how to reorganize their operations. In some cases,
this includes work that could still be based in Britain from a reg-
ulatory point of view, but needs to be done more cheaply than
is possible in Europe’s dominant financial capital. —Reuters


