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TOKYO: A couple of things about the WannaCry
cyberattack are certain. It was the biggest in history
and it’s a scary preview of things to come - we’re all
going to have to get used to hearing the word “ran-
somware.” But one thing is a lot less clear: Whether
North Korea had anything to do with it. Despite bits
and pieces of evidence that suggest a possible
North Korea link, experts warn there is nothing con-
clusive yet - and a lot of reasons to be dubious. Why,
for example, would Pyongyang carry out a big hack
that hurt its two closest strategic partners more
than anyone else? 

And for what appears to be a pretty measly amount
of loot - as of Friday the grand total of ransom that had
been paid was less than $100,000. Within days of the
attack, respected cybersecurity firms Symantec and
Kaspersky Labs hinted at a North Korea link. Google
researcher Neel Mehta identified coding similarities
between WannaCry and malware from 2015 that was
tied to the North. And the media have since spun out
stories on Pyongyang’s league of hackers, its past
involvement in cyberattacks and its perennial search
for new revenue streams, legal or shady.

But identifying hackers behind sophisticated
attacks is a notoriously difficult task. Proving they
are acting under the explicit orders of a nation state
is even trickier. When experts say North Korea is
behind an attack, what they often mean is that
Pyongyang is suspected of working with or through

a group known as Lazarus. The exact nature of
Lazarus is cloudy, but it is thought by some to be a
mixture of North Korean hackers operating in
cahoots with Chinese “cyber-mercenaries” willing to
at times do Pyongyang’s bidding.

Lazarus is a serious player in the cybercrime
world. It is referred to as an “advanced persistent
threat” and has been fingered in some very sophis-
ticated operations, including an attempt to breach
the security of dozens of banks this year, an attack
on the Bangladesh central bank that netted $81
million last year, the 2014 Sony wiper hack and
DarkSeoul, which targeted the South Korean gov-
ernment and businesses. “The Lazarus Group’s activ-
ity spans multiple years, going back as far as 2009,”
Kaspersky Labs said in a report last year. 

“Their focus, victimology, and guerrilla-style tac-
tics indicate a dynamic, agile and highly malicious
entity, open to data destruction in addition to con-
ventional cyberespionage operations.” But some
experts see the latest attack as an anomaly.
WannaCry infected more than 200,000 systems in
more than 150 countries with demands for pay-
ments of $300 in Bitcoin per victim in exchange for
the decryption of the files it had taken hostage.
Victims received warnings on their computer
screens that if they did not pay the ransom within
three days, the demand would double. If no ransom
was paid, the victim’s data would be deleted.

‘Circumstantial at best’
As ransomware attacks go, that’s a pretty typi-

cal setup. But that’s not - or at least hasn’t been -
the way North Korean hackers are believed to
work. “This is not part of the previously observed
behavior of DPRK cyberwar units and hacking
groups,” Michael Madden, a visiting scholar at the
Johns Hopkins School of Advanced International
Studies and founder of North Korea Leadership
Watch, said in an email to The Associated Press. “It
would represent an entirely new type of cyberat-
tack by the DPRK.”

Madden said the North, officially known as the
Democratic People’s Republic of Korea, if it had a
role at all, could have instead been involved by giv-
ing or providing parts of the packet used in the
attack to another state-sponsored hacking group
with whom it is in contact. “ This type of ran-
somware/jailbreak attack is not at all part of the
M.O. of the DPRK’s cyberwar units,” he said. “It
requires a certain level of social interaction and file
storage, outside of those with other hacking
groups, that DPRK hackers and cyberwar units
would not engage. Basically they’d have to wait on
Bitcoin transactions, store the hacked files and
maintain contact with the targets of the attack.”

Other cybersecurity experts question the
Pyongyang angle on different grounds. James
Scott, a senior fellow at the Institute for Critical

Infrastructure Technology, a cybersecurity think
tank, argues that the evidence remains “circumstan-
tial at best,” and believes WannaCry spread due to
luck and negligence, not sophistication. “While it is
possible that the Lazarus group is behind the
WannaCry malware, the likelihood of that attribu-
tion proving correct is dubious,” he wrote in a recent
blog post laying out his case. 

“It remains more probable that the authors of
WannaCry borrowed code from Lazarus or a similar
source.” Scott said he believes North Korea would
likely have attacked more strategic targets - two of
the hardest-hit countries, China and Russia, are the
North’s closest strategic allies - or tried to capture
more significant profits. Very few victims of the
WannaCry attack appear to have actually paid up. As
of Friday, only $91,000 had been deposited in the
three Bitcoin “wallet” accounts associated with the
ransom demands, according to London-based
Elliptic Enterprises, which tracks illicit Bitcoin activity.

More importantly, Scott said, the rush to blame
North Korea distracts from bigger issues - software
vulnerabilities resulting from manufacturers’ refusal
to incorporate security into their software develop-
ment, organizations’ failure to protect their systems
and client data and the responsibility of govern-
ments to “manage, secure, and disclose discovered
vulnerabilities.” “Global attacks are the new normal,”
he wrote.—AP
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WASHINGTON: An appeals court on Friday
struck down a Federal Aviation
Administration rule that required owners of
drones used for recreation to register their
craft. The ruling was a victory for hobbyists
and a setback for the FAA, which cited safe-
ty concerns as it tried to tighten regulation
of the fast-growing army of drone opera-
tors. Some pilots of commercial airliners
have reported close calls with drones flying
near airports.

About 760,000 hobbyists have regis-
tered more than 1.6 million drones since
2015, and sales have skyrocketed. The FAA
estimates that hobbyists will buy 2.3 mil-
lion drones this year and 13 million by the
end of 2020. Commercial operators from
photographers to oil pipeline and cell-
phone tower owners were forecast to buy
another 10 million through 2020. The FAA
decided in 2015 to require hobbyists to
register their drones, or model aircraft.
Violators could be sentenced to prison.

The registration requirement was chal-
lenged by John A. Taylor, a drone hobbyist in
the Washington, DC, area. The US Court of
Appeals for the District of Columbia Circuit
agreed with Taylor, saying that a law passed
by Congress and signed by President Barack
Obama in 2012 barred the FAA from impos-
ing new regulations on model aircraft. The
three-judge panel said that safety was obvi-
ously important and making hobbyists reg-
ister “may well help further that goal to
some degree,” but it was up to Congress to
repeal the ban on FAA rules for model air-
craft. A spokesman for the FAA said the
agency was reviewing the decision.

Drone world 
The ruling demonstrated the schism in the

drone world. The Association for Unmanned
Vehicle Systems International, whose mem-
bers include big commercial drone operators
and manufacturers, expressed disappoint-
ment with the court’s ruling. The group’s pres-
ident, Brian Wynne, said registration “helps
create a culture of safety that deters careless
and reckless behavior.” He vowed to seek a
legislative fix in Congress.

A lawyer for China’s DJI, the world’s
biggest drone maker, said registration was
reasonable and fostered “accountability
and education to drone pilots.” Brendan
Schulman said he expected more discus-
sion between industry and governments
over the program. Some model aircraft
enthusiasts had complained that the regis-
tration requirement was too burdensome.

“On balance this is probably a good thing,”
said Vic Moss, a commercial photographer
and drone operator in Colorado. “The FAA
definitely overstepped their boundaries with
the registration, and the fact that they called
it an emergency action didn’t help them look
good.” Moss was worried, however, that the
issue was so contentious that the FAA might
successfully lobby Congress for clear authori-
ty to regulate hobbyists.

Registration cost $5 and had to be
renewed every three years. It required own-
ers to mark aircraft with an identification
number and imposed civil and criminal
penalties on those who did not comply.
Taylor also challenged FAA restrictions on
where drones can operate in the
Washington area. The court said that appeal
was filed too late. — AP 

LAS VEGAS: Dell EMC is announcing major
updates across its market-leading storage portfo-
lio designed to provide IT departments with the
technology they need to modernize their data
center and begin their journey to transform IT.

As the business drives new digital initiatives,
IT must transform to accommodate massive
growth in structured and unstructured data,
maintain the performance and reliability of key
business applications, deploy a new breed of
cloud-native applications and support increas-
ingly complex workflows. To satisfy these diverse
demands Dell EMC provides a diverse, best-of-
breed portfolio - there is no such thing as one-
size-fits-all.

Dell EMC announces major platform refreshes
to its flagship enterprise storage platform,
VMAX, as well as the next generation XtremIO
purpose-built All-Flash array. Dell EMC also
announces the next generation of Dell EMC

Unity, its best-in-class midrange All-Flash array
and the new SC5020 best-in-class midrange
hybrid array, as well as Isilon scale-out NAS
arrays. With these new offerings in high-end,
midrange and unstructured data storage, Dell
EMC is bringing best-in-class performance, value
and economics to customers’ IT organizations,”
said Jeff Boudreau, president, Storage, Dell EMC. 

Introducing the new 
VMAX950F All Flash Array

VMAX 950F is the newest member of Dell
EMC’s VMAX All Flash family, the flagship high-
end storage offering that has set the industry
benchmark for enterprise storage arrays for
decades. With performance that is 68% faster
and offering30% better response times (6.7M
IOPS for RRH, 350 microseconds response times
for OLTP) than the previous generation, VMAX
950F resets the bar for All-Flash storage perform-
ance. In fact, the VMAX 950F is up to 4x faster
than its nearest competitor in testing of real-
world workloads. 

The VMAX 950F array leverages the latest
Intel CPUs with software enhancements
designed to deliver best-in-class performance at
scale. It also allows customers to consolidate
with confidence - including open systems, main-
frame, IBM i as well as file workloads - on a single

platform with a 25% smaller footprint for the
same performance as the previous generation. 

The new VMAX 950F All Flash array offers all
the industry-leading data services of the rest of
the VMAX All Flash family - including SRDF
(Symmetrix Remote Data Facility), D@RE (Data
At-Rest Encryption), non-disruptive migration,
inline compression and more. This powerful
combination of performance, data services and
more than “six nines” availability make the VMAX
950F the ideal platform for consolidating mis-
sion-critical applications that demand the per-
formance of flash and can never, ever go down -
such as core banking, credit card processing,
electronic billing or hospital record systems.

Introducing XtremIO X2: The Next
Generation of XtremIO

Purpose-built for All-Flash with always-on
inline data services, XtremIO delivers unprece-

dented levels of efficiency to thousands of cus-
tomers worldwide. With XtremIO X2, Dell EMC
has amplified the strengths of the previous gen-
eration by enhancing XtremIO’s elegant soft-
ware design and adding more horsepower to
the hardware. XtremIO is the ideal platform for
workloads that benefit from deduplication and
integrated copy data management (iCDM) for
large-scale snapshots, such as VDI and develop-
ment/test use cases.

With a powerful combination of new hard-
ware and intelligently enhanced software, X2
offers up to 80%lower response times  and
25%higher data reduction tosupport2x more
copies per cluster for iCDM . Dell EMC has engi-
neered X2 to be even more efficient in storage
capacity and All-Flash performance, at a price as
low as one-third of its predecessor. X2 provides
3x the capacity per X-Brick as well as new multi-
dimensional scalability to scale up from as low
as 7TB to as high as 138TB per X-Brick, scaling
out up to eight X-Bricks. Finally, X2’s rack density
has been increased by 4x, providing up to 5.5PB
effective capacity and a capacity density of over
100TB effective per rack unit.

New Dell EMC Unity and SC series 
Dell EMC introduced four new Dell EMC Unity

All-Flash models - Dell EMC Unity 350F, 450F,

550F and 650F - providing up to 500TB of effec-
tive storage capacity in a highly dense 80-drive,
3U footprint. Dell EMC Unity delivers best-in-
class All-Flash performance and simplicity for
the midrange with integrated support for blocks
and file data. 

All new Dell EMC Unity models include 4x
larger file system with inline file compression,
iCDM with snapshot mobility, simpler mapped
RAID protection and support for external
encryption key management via KMIP (Key
Management Interoperability Protocol).
Additionally, Dell EMC Unity features an8x
increase in density and 8x more effective file sys-
tem capacity than its predecessor, as well as the
ability to install in under 10 minutes, 33% faster
than previous generations. 

Dell EMC also introduced the SC5020 to its
family of economical and intelligent entry- to
midrange-level hybrid storage solutions for block
workloads. The successor to the popular SC4020
array, the SC5020 offers more power and scale,
with up to 45% more IOPS, 2x max capacity (2PB)
and 3x the bandwidth  in a new 3U format featur-
ing 30 internal drive bays, dual controllers, plus
FC, iSCSI and direct-attach SAS connectivity. The
SC5020 boasts one of the lowest hybrid storage
entry costs in the industry, thanks to the auto-
mated efficiency of built-in data progression,
intelligent deduplication and compression. 

New generation of 
IsilonScale-out NAS

Organizations today are struggling to keep
pace with the rapid growth of data, as well as
the need to support increasingly demanding
applications that are critical to deliver faster
business outcomes. To address these chal-
lenges, Dell EMC is introducing a new genera-
tion of Isilon scale-out NAS systems based on a
revolutionary “Infinity” architecture. The new
generation of Isilon systems will include All-
Flash, hybrid and archive configurations that
are designed for demanding file applications
across a wide range of industries including
media and entertainment, life sciences and
financial services. 

The unique “Infinity” architecture brings new
levels of performance and scalability to the Isilon
platform, delivering up to 6x the IOPS, 11x the
throughput, and 2x the capacity of the current
generation Isilon platform. It also enables Isilon
to provide 9x the IOPs, 18x the throughput and
21x the capacity of the closest competitor.  With
the new modular design, customers can easily
upgrade performance or capacity independently

as their needs evolve. 
Additionally, the new ultra-dense Isilon plat-

form provides customers increased data center
efficiency by up to 75%, significantly reducing
operating expenses relating to data center pow-
er, cooling and space requirements.  As with all
Isilon platforms, the new generation of Isilon sys-
tems is powered by the IsilonOneFS operating
system, offering high storage efficiency, robust
data protection and strong data management
capabilities. This new generation of Isilon sys-
tems can seamlessly integrate with existing Isilon
clusters, or can be deployed as a new cluster.

NEW YORK: Twitter’s new privacy policy sug-
gests ambitions of becoming more like
Facebook - more tracking of users and more
targeting of ads to rake in more money.
Twitter recently reported its first quarterly rev-
enue decline since going public. That should
give you some clues about the reasons behind
the policy changes, which take effect June 18.

What’s changing?
Twitter was already tracking users. For exam-

ple, if you visited a webpage that had an
embedded tweet or a button to share some-
thing on Twitter, you could be tracked and tar-
geted. With the changes, Twitter expands the
pool of people it can track and lets the compa-
ny collect more data about those people when
they are visiting sites around the web, said Jules
Polonetsky, CEO of the Future of Privacy Forum,
an industry-backed think tank in Washington.

For example, the company will now keep
data about users’ web activities for 30 days
instead of 10, which allows it to create more
comprehensive profiles of people. In addition,

Twitter will no longer honor the “Do Not Track”
option that let people say no to being tracked
by the likes of ad and social networks. Many
such networks no longer honor that option
anyway. Polonetsky said Twitter had been “one
of the rare prominent brands that respected
Do Not Track.”

Why is twitter doing this?
The short answer is money. A longer

answer? Targeted ads that are tailored to your
whims and tastes are more lucrative than
generic ones. That’s the selling point of online
advertising, and the reason why companies
like Facebook, Google and Twitter offer their
services for free. The implied understanding is
that they will make money off you by showing
you ads. Research firm eMarketer expects
worldwide digital ad spending to hit $224 bil-
lion this year. Google and Facebook will com-
mand a combined $110 billion of this. Twitter,
though, is estimated to get just $2.3 billion, or
about 1 percent. Twitter’s investors are hungry
for a larger slice of the pie.

Is this bad for you?
That depends on whom you ask. Twitter, of

course, is giving the impression that it’s a good
thing, or at least not something many users
will care about. In a pop-up notification telling
users of the change, Twitter chirps that you
will “soon start to see more relevant Tweets
and ads based on your visits to sites with
Twitter content.” It says that the tailored ads
you already see will improve and that “we’ve
given you even more control” over your data.
Your next option is to click a highlighted
“sounds good” box, or choose “review set-
tings,” which appears in less prominent type
underneath. Sounds good? Not to privacy
advocates.

“Twitter’s announcement is bad news for
online privacy. The company dropped Do Not
Track and gave advertisers access to more user
data,” said Marc Rotenberg, president of the
nonprofit Electronic Privacy Information
Center. “Also, all of the settings now default to
disclosure, which means users have to go in
and change their privacy settings.”

Your options
I f  you are in the US, move to Europe.

Besides achieving your dreams of finally living
in a tiny flat in Paris with a stray cat named
Gaston and a mustached baker named Olivier,
you will also have stronger online privacy pro-
tections. Twitter will store data about your
web activities for 30 days now instead of 10,
but it won’t do this for users in the European
Union and the European Free Trade
Association (Iceland, Liechtenstein, Norway
and Switzerland), because it’s prohibited.

Barring that, go to http://twitter.com/per-
sonalization on a browser; from an app, click
the settings wheel from your profile, then
choose “Settings” and “Privacy and safety.” You
can go through the permissions piece by
piece and decide, for example, whether to
turn off personalize ads (but still get non-tar-
geted ads). Or, you can disable all, prompting
a warning that “Turning this off may make the
Tweets and ads you see less relevant.” Is that
what you really want? Click “Yes, I’m sure” and
that’s that. — AP 

Dell EMC introducing new flash 

storage systems to transform IT

CORDOVA: In this June 11, 2015, file photo, a hexacopter drone is flown during a
drone demonstration. —AP 
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