
18I n t e r n a t i o n a l
FRIDAY, MAY 26, 2017

WASHINGTON: Was North Korea behind the ransomware
epidemic that hit global computer networks earlier this
month? That’s the subject of heated debate in cybersecuri-
ty circles after analysts found similarities in the “WannaCry”
worm to other malware attributed to North Korea, includ-
ing the 2014 hack of Sony Pictures and a cyberheist of mil-
lions of dollars from the Bangladesh central bank. The
security firm Symantec this week said the shared code
makes it “highly likely” that the attacks were connected to
the hacker group given the code name Lazarus, which
many believe is North Korean.

Israel-based cybersecurity firm Intezer last week
reached a similar conclusion, finding that WannaCry had
“strong links to other malware families, believed to be
developed by North Korean hackers, or known to be used
in attacks against South Korean organizations.” Russian-
based security firm Kaspersky Labs and others also pointed
to a likely North Korean link.

While the evidence is not conclusive-hackers can often
hide or “spoof” their real identities-North Korea is emerg-
ing as one of the likely suspects despite a strong denial by
the Pyongyang envoy to the United Nations, some analysts
say. Symantec researchers said that despite the likely North
Korea link, the WannaCry attacks “do not bear the hall-
marks of a nation-state campaign but are more typical of a
cybercrime campaign.”

Desperate for cash 
“I could easily see North Korea doing this as a way to

get money,” said Paul Benda, a Pentagon and Department
of Homeland Security official who is now chief technology
officer at Global Security and Innovative Strategies, a
Washington consultancy. “With the sanctions they are
under they need cold hard cash.”

Other analysts have noted that sanctions squeezing
Pyongyang may be prompting desperate actions to raise
cash through various channels, including cybercrime.
“While years of sanctions have isolated the Hermit
Kingdom from much of the global financial system, North
Korea may be seeking to fund the state’s coffers through a
widespread cybercrime campaign,” said FireEye analyst
Luke McNamara in a recent post on the Lawfare blog.
Paradoxically, he said, the effort to persuade and other
nations to pressure North Korea may be encouraging fur-
ther cyberattacks: “Pyongyang would be left with few
options to compensate for lost income that it could ramp
up as quickly as cybercrime.”

The attacks discovered last week caused havoc in global
computer networks, affecting as many as 300,000
machines in 150 countries and disrupting governments
and several industries. The hackers developed the virus to
exploit a flaw exposed in leaked documents from the
National Security Agency.

Inconsistencies 
But despite the growing concerns over North Korea,

some analysts say it’s too soon to point the finger and cite
inconsistencies with the Pyongyang connection. The
WannaCry attack appeared unsophisticated: researchers
were able to halt the spread with a $10 purchase of a web
domain that activated a “kill switch.”

And various estimates showed the “ransom” raised
amounted to a paltry $116,000 from 302 entities more
than a week after computers were locked down. James
Scott,  a senior fellow at the Institute for Critical
Infrastructure Technology, said WannaCry was “barely
functional” and spread widely only because of the large
number of networks and computers which failed to
upgrade security and were vulnerable to the self-replicat-
ing “worm.”

The hackers known as Lazarus are a sophisticated
cybermercenary group, Scott told AFP.  “They use elabo-
rate traps, obfuscation techniques and wipers to eliminate
digital footprints. This (WannaCry) has none of that.” More
likely, Scott said, is that the attacks were carried out by
hackers from China’s People’s Liberation Army “moonlight-
ing” in their spare time. Scott, who disputes the widely
held belief that the Lazarus group is North Korean, said it is
possible that Pyongyang has outsourced some of its cyber-
crime to these freelance Chinese hackers. — AFP
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BEIJING: China yesterday accused the
US of trespassing after an American war-
ship sailed near a reef claimed by Beijing
in the South China Sea, the first such
operation by President Donald Trump’s
administration in the disputed water-
way. The row comes during a period of
warming relations between the coun-
tries with Trump saying that Washington
has dialed down pressure on Beijing over
other issues in hopes of securing their
cooperation on North Korea.

The guided-missile destroyer USS
Dewey entered the area “without per-
mission from the Chinese government”,
Foreign Ministry spokesman Lu Kang
told reporters at a regular press brief-
ing, adding that the ship had “tres-
passed in the waters near the relevant
islands and reefs”. “The relevant action
taken by the US vessel undermines
China’s sovereignty and security inter-
ests, and is very likely to cause unex-
pected sea and air accidents,” he said,
urging Washington to stop “provoca-
tive actions”.

Artificial islands
The USS Dewey sailed less than 12

nautical miles from Mischief Reef-part
of the Spratly Islands-yesterday morn-
ing local time, a US official said earlier,
the first freedom of navigation opera-
tion under Trump. The UN says nations
can establish the breadth of their terri-
torial sea up to a limit of 12 nautical
miles. China claims nearly all of the
South China Sea, despite partial count-
er-claims from Taiwan and several

Southeast Asian nations including the
Phil ippines,  Brunei,  Malaysia and
Vietnam.

It has rapidly built reefs into artificial
islands capable of hosting military
planes. The US has challenged annexa-
tions of these islets and advocated for a
diplomatic settlement to the disputes.
Speaking earlier in the day, Pentagon
spokesman, Major Jamie Davis, said US
forces operate in the South China Sea
on a daily basis and will fly and sail
“wherever international law” allows.

“We have a comprehensive
Freedom of Navigation Operations
program that seeks to challenge exces-
sive maritime claims in order to pre-
serve the rights, freedoms, and uses of
the sea and airspace guaranteed to all
nations under international law,” Davis
said in a statement to AFP. The exercis-
es are “not about any one country, nor
are they about making political state-
ments,” he added.

The US operation came a week after
the Pentagon said that Chinese jets
conducted an “unprofessional” inter-
cept of a US radiation sniffing plane.
China denied the accusation, with the
Ministry of Defense saying yesterday
that “the close reconnaissance activities
conducted by US military ships and
planes towards China are the root cause
of the security issues between China
and the US over the sea and in the air.”

‘Severe disruptions’ 
Relations between Washington and

Beijing had warmed in recent months,

with Trump trading his once fierce rhet-
oric about the country for glowing com-
pliments. Since meeting with President
Xi Jinping in April, Trump, who once
accused China of “raping” the US, has
praised its leader as a “good man”, say-
ing it would be inappropriate to pres-
sure Beijing while Washington is seek-
ing its help with North Korea.

Yesterday’s operation may be an
indication that Trump’s patience is
wearing thin. But James Char, a China
analyst at Singapore’s Nanyang
Technological University,  said the
maneuver was just the US signaling that
it is a “credible strategic guarantor to its
allies” in the region. “For now, I do not
see this as a sign marking the end of the
goodwill cultivated between Trump
and Xi,” Char told AFP. Washington has
long argued that Beijing’s actions in the
South China Sea threaten freedom of
navigation and over-flight through the
strategically vital waters.

China denies these claims, counter-
ing that the US is eager to stoke ten-
sions in the region. Last week, Beijing
and the Association of Southeast Asian
Nations (ASEAN) agreed on a frame-
work for creating a new code of con-
duct for ships and aircraft operating in
the region. “The situation in the South
China Sea is cooling down and showing
positive signs of development,” the for-
eign ministry spokesman said. “What
the US has done is cause severe disrup-
tions to this process of dialogue and
consultation. It will bring itself no good
while hurting others.” — AFP 
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US sailors receive a safety brief on the Arleigh Burke-class guided-missile destroyer USS Dewey prior to a replenish-
ment-at-sea on May 6, 2017, in the South China Sea. — AFP  


