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Skype joins list 
of apps on 
China’s blacklist
SHANGHAI: Skype has apparently joined the lengthening
list of internet tools on China’s blacklist, disappearing
from download stores with Apple saying yesterday it was
ordered by the government to remove certain apps.
Skype is no longer available for download from the
Chinese Apple Store or popular Android sites, with
Chinese web-users saying it had been gone for weeks.
“We have been notified by the Ministry of Public
Security that a number of VoIP (voice over internet pro-
tocol) apps do not comply with local law, therefore these
apps have been removed from the App Store in China,”
Apple said in an emailed statement.

“These apps remain available in all other markets
where they do business.” The company did not specify
which laws such apps were found to have  violated.

China has tightened its already stringent online polic-
ing this year, including enacting new rules that require
tech companies to store user data inside the country as
well as imposing fresh restrictions on what is permissible
content. Chinese authorities appeared to severely disrupt
the WhatsApp messaging app as they ratcheted up secu-
rity ahead of a Communist Party congress in October that
saw President Xi Jinping consolidate his hold on the
country. The moves have prompted speculation on the
Chinese internet that authorities were moving against
services with effective encryption, like WhatsApp and
Skype, that make them less vulnerable to government
monitoring. The change does not seem to have affected
use of previously downloaded versions of Skype, which
appeared to work normally. Also, Skype Business, a sepa-
rate app tailored for corporate use, was still available for
download in China.

Great Firewall 
Skype’s removal follows Apple’s August decision to

strike out so-called VPN apps, or virtual private net-
works, which allow users to skirt the so-called “Great
Firewall of China” system of online censorship. Both cas-
es underscored the dilemma faced by US tech companies
seeking to uphold principles of web freedom while hold-
ing on to their Chinese market shares. 

“We would rather not remove the apps, but like in
other countries, we obey the laws where we do business,”
Apple chief Tim Cook said after the VPN move.

China has for years blocked leading foreign websites
or services including Facebook, Twitter, Instagram and a
number of news organizations, largely to prevent content
that could challenge party rule. Slamming the door on
foreign tech leaders has allowed Chinese champions like
Tencent to prosper in the vacuum. The market value of
the Chinese social media and video game giant surpassed
that of Facebook on Tuesday as investors sent Tencent
soaring into the world’s top five biggest firms.

By the end of trading Tuesday, Tencent’s Hong Kong-
listed shares were worth $523 billion, surpassing
Facebook’s $519 billion at the time. China this year also
ordered the country’s internet platforms to verify the true
identity of users before letting them post online content.
The move could make it more difficult to post online
anonymously, often one of the only avenues for honest
debate in the country. Skype’s removal from app stores
comes as China prepares to host its fourth World Internet
Conference next month.

The annual event in eastern China is used by Beijing to
promote its views about web policy, but has been criti-
cized by rights groups. On Tuesday the ruling Communist
Party’s anti-graft agency said China’s former internet czar
Lu Wei, who stepped down last year after overseeing a
tightening of online censorship, was under investigation
for suspected “severe disciplinary violations,” which typi-
cally means corruption. —AFP

Kuwaiti CISOs urged to ‘level up’ in battle against ‘cyber troublemakers’

Microsoft takes Kuwaiti cyber-security 
professionals inside the hacker’s world

KUWAIT: Microsoft yesterday introduced Kuwaiti
cyber-security professionals to the world’s foremost
industry experts, in the second edition of its CISO
Executive Series, designed to support chief informa-
tion security officers in their fight against malicious
digital actors. 

This year’s event, called “A Hacker’s Guide to
Security Strategy”, was held at the JW Marriott,
Kuwait City, where the country’s CISOs networked
with peers, and heard in-depth analysis on the cur-
rent and future threat landscape from a world-
renowned cyber-security specialist. The summit
comes amid continuing and frequent global media
reports on high-profile attacks involving private-
and public-sector organizations. Recent years have
seen a marked rise in
targeted and sophisti-
cated attacks, as busi-
nesses try to figure out
how to secure their
digital estates. 

“You can barely turn
your head nowadays
without being confront-
ed by a statistic or sce-
nario that confirms the
importance of a CISO’s
role,” said Cyril Voisin,
Executive Security
Advisor for France,
Italy, the Middle East and Africa at Microsoft’s
Enterprise Cybersecurity Group. “Last year, for exam-
ple, it was found that spear-phishing campaigns had
targeted more than 400 businesses every day, at a
cost of $3 billion to the private sector over the previ-
ous three years. Kuwaiti organizations need to under-
stand that the global threat landscape is evolving, and
adjust their security posture accordingly.”

“Microsoft’s CISO Executive series encourages

organizations to ask, ‘What are cyber-attackers likely
to go after, once they have breached our corporate
perimeter?’ The answer to that question is the start
of a coherent, in-house security strategy. Coupled
with the power of the intelligent cloud and the per-
spective of seasoned White Hat experts like those
heard here yesterday, organizations should be in
great shape to take the fight to the cyber-criminals.”
He added. 

A live survey of Kuwait-based PCs, conducted by
Microsoft throughout 2015, showed a fourth-quarter
peak of 30 percent of computers experiencing mal-
ware of some kind, compared with a worldwide aver-
age of about 21 percent. Around 4.5 percent of moni-
tored machines faced infections that had to be

cleaned, against a global
average of 1.7 percent.
The data suggests
Kuwait, like many Gulf
nat ions, has higher-
than-average rates for
both encounters and
infections. 

Microsoft’s innova-
tions, such as Microsoft
365 and the Azure
cloud, are built from the
ground up with indus-
try-leading, AI-driven
protection incorporated

into every layer. Data is encrypted at rest and in
transit, and 24-hour event-remediation services are
provided by a dedicated team of experts. 

Also, speaking at the Kuwait CISO Executive
event, Paula Januszkiewicz, CEO and Founder of
CQURE Inc, and a world-renowned cyber-security
expert said “As the game intensifies, it’s time to level
up, and venues such as Microsoft’s Kuwait CISO
Executive forum are the ideal way to do it. Cyber

troublemakers are devious and creative. Kuwaiti
businesses and government agencies have to think
like hackers, to anticipate their attack vectors and
behaviors; only then can they secure what matters
most: their precious digital assets.”

Januszkiewicz stressed the importance of
upskilling security professionals to meet the changing
needs of the digital era. “According to industry statis-
tics, by 2019 we will need 6 million security profes-

sionals, but only 4 to 5 million of them will have the
required qualifications,” she said. “Hence, it is also
very important to address this gap, by leveling up.” 

The Microsoft CISO executive forum concluded
with key takeaways from all perspectives of cyber
security, and proved to be a strong platform for
security professionals from across Kuwait to net-
work with peers and engage with subject matter
experts. 

Second CISO 
Executive 
summit in

Kuwait

HUAWEI Mate 10: 
A green, safe 
smartphone 
in your hands
KUWAIT: Smartphones are our most personal devices. We
carry them everywhere and rely on them to connect with oth-
ers and do almost everything. Knowing that technology must
be safe for all consumers, Huawei designed the HUAWEI Mate
10 and HUAWEI Mate 10 Pro with safety in mind, so you can
have a seamless experience. Here are 4 things you should
know about the safety of our phones, so you can rest assured
that you’re using one of the safest smartphones in the market.

1. The HUAWEI Mate 10 and Mate 10 Pro are built with
the TUV certified Super Charge Technology

The speed of your smartphone is nothing without safety.
If battery safety is not taken seriously, the consequences can
be devastating. This is why Huawei puts its smartphones
under rigorous and strict testing to make sure they are safe
for you. In order to improve the efficiency and safety of its
smartphones without compromising on speed, Huawei
designed the Super Charge technology, which uses a 15-layer
safety system to charge your phone; this technology can pro-
vide a whole day’s use with a single 20-minute charge and it’s
totally safe as it is certified by TUV Rheinland.

2. The design of the HUAWEI Mate 10 and HUAWEI Mate
10 Pro is done using safe, non-flammable materials

Security starts with the manufacturing process.
Leveraging on its advanced craftsmanship, Huawei used the
best and safest materials to bring you the HUAWEI Mate 10
and HUAWEI Mate 10 Pro. The smartphones are unbreak-
able as they feature a strong and robust glass casing both
front and back. Huawei also used an innovative technique to
heat the toughen rear glass 7000C before shaping, to deliver
the ultimate style.

3. The HUAWEI Mate 10 AND HUAWEI Mate 10 are
environment-friendly

Huawei designed the HUAWEI Mate 10 and the HUAWEI
Mate 10 Pro with a stringent commitment to environment; the
company has selected the materials very carefully and elimi-

nated hazardous substances such as brominated flame retar-
dants, chlorinated flame retardants, PVC, phthalate, etc. As a
testament to Huawei’s green manufacturing methods, the
Huawei Mate 10 and Huawei Mate 10 Pro were granted the
HUAWEI Alps/Blanc certification. Huawei was also granted
the Forest Stewardship Council TM certified packaging for
Alps/Blanc’s sales packaging. The Forest Stewardship
Council (FSCTM) is an independent, non-governmental and
non-profit organization committed to promoting responsible
forest management worldwide. For sales boxes and manual
printing, Huawei chose eco-friendly soy ink, which is safer for
users due to its organic compounds. 

4. The HUAWEI Mate 10 Pro is Water and Dust Resistant
The HUAWEI Mate Pro is IP67 Water and Dust Resistant for
everyday use. 

Uber reveals 
cover-up of hack 
affecting 57m 
riders, drivers
SAN FRANCISCO: Uber is coming clean
about its cover-up of a year-old hacking
attack that stole personal information about
more than 57 million of the beleaguered
ride-hailing service’s customers and drivers.
So far, there’s no evidence that the data
taken has been misused, according to a
Tuesday blog post by Uber’s recently hired
CEO, Dara Khosrowshahi. Part of the rea-
son nothing malicious has happened is
because Uber acknowledges paying the
hackers $100,000 to destroy the stolen
information.

The revelation marks the latest stain on
Uber’s reputation. The San Francisco com-
pany ousted Travis Kalanick as CEO in June
after an internal  investigation concluded he
had built a culture that allowed female
workers to be sexually harassed and
encouraged employees to push legal limits.

It’s also the latest major breach involv-
ing a prominent company that didn’t noti-
fy the people that could be potentially
harmed for months or even years after the

break-in occurred.
Yahoo didn’t make its first disclosure

about hacks that hit 3 billion user accounts
during 2013 and 2014 until September
2016. Credit reporting service Equifax
waited several months before revealing this
past September that hackers had carted off
the Social Security numbers of 145 million
Americans.

Khosrowshahi criticized Uber’s handling
of its data theft in his blog post. “While I
can’t erase the past, I can commit on behalf
of every Uber employee that we will learn
from our mistakes,” Khosrowshahi wrote.
“We are changing the way we do business,
putting integrity at the core of every deci-
sion we make and working hard to earn the
trust of our customers.”

That pledge shouldn’t excuse Uber’s
previous regime for its egregious behavior,
said Sam Curry, chief security officer for
the computer security firm Cybereason.
“The truly scary thing here is that Uber
paid a bribe, essentially a ransom to make
this breach go away, and they acted as if
they were above the law,” Curry said.
“Those people responsible for the integrity
and confidentiality of the data in-fact cov-
ered it up.”

The heist took the names, email
addresses and mobile phone numbers of
57 million riders around the world. The
thieves also nabbed the driver’s license
numbers of 600,000 Uber drivers in the
US. Uber waited until Tuesday to begin
notifying the drivers with compromised

driver’s licenses, 
which can be particularly useful for per-

petrating identify theft. For that reason,
Uber will now pay for free credit-report
monitoring and identity theft protection
services for the affected drivers.

Kalanick, who still sits on Uber’s board
of directors, declined to comment on the
data breach that took place in October
2016. Uber says the response to the hack
was handled by its chief security officer,
Joe Sullivan, a former federal prosecutor
whom Kalanick lured away from Facebook
in 2015.

As part of his effort to set things right,
Khosrowshahi extracted Sullivan’s resigna-
tion from Uber and also jettisoned Craig

Clark, a lawyer who reported to Sullivan.
Clark didn’t immediately respond to a

request for comment sent through his
LinkedIn profile. Efforts to reach Sullivan
were unsuccessful. Uber’s silence about its
breach came while it was negotiating with
the Federal Trade Commission about its
handling of its riders’ information.

Earlier in 2016, the company reached
a settlement with the New York attorney
general requiring it to take steps to be
more vigilant about protecting the infor-
mation that its app stores about its riders.
As part of that settlement, Uber also paid a
$20,000 fine for waiting to notify five
months about another data breach that it
discovered in September 2014.  —AP

NEW YORK: In this March 15, 2017 file photo, a sign marks a pick-up point
for the Uber car service at LaGuardia Airport in New York. —AP


