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KUWAIT: The past year has been extremely eventful in
terms of the digital threats faced by financial institutions:
cybercrime groups have used new infiltration tech-
niques, and the geography of attacks has become more
extensive. According to the KSN statistics by Kaspersky
Lab, the META region witnessed 17 percent increase in
banking malware attack to reach almost half a million
attacks in 2018.

Cryptocurrencies have also become an established part
of many people’s lives, and a more attractive target for
cybercriminals across the world, which resulted in a rapid
increase in malicious mining of cryptocurrencies.
Kaspersky Lab recorded a 4 fold increase in cryptomining
attacks in the META region from 3.5 million in 2017 to 13
million in 2018. 

“The META region is becoming more appealing to
cybercriminals, with financial and malicious cyrpotomining
attacks taking center stage. We discovered six new ATM
malware families in 2018. On the other hand, illegal mining
of cryptocurrencies has increased dramatically to overtake
the main threat of the last few years: ransomware. We
believe the reason behind this is that mining is silent and
cause less impact that ransomware, making it less notice-
able,” said Fabio Assolini, Senior Security Researcher at
Kaspersky Lab.

Cybercriminals are not showing any signs of stopping
and attacks will continue to evolve. Below are predictions
by Kaspersky Lab experts on how these trends could
affect our lives in the coming year.

Financial cyber threats
● 2019 could see the first attacks through the theft and

use of biometric data
Biometric systems for user identification and authenti-

cation are being gradually implemented by various finan-
cial institutions. Several major leaks of biometric data have
already occurred. These two facts lay the foundation for
the first POC (proof-of-concept) attacks on financial serv-
ices using leaked biometric data.

● The emergence of new, local groups attacking finan-
cial institutions in the Indo-Pakistan region, South-East
Asia and Central Europe

The activity of cybercriminals in these regions is con-
stantly growing: the immaturity of protective solutions in
the financial sector and the rapid spread of various elec-
tronic means of payment among the population and com-
panies in these regions are contributing to this. Now, all
the prerequisites exist for the emergence of a new center
for financial threats in Asia, in addition to the three that
exist already in Latin America, the Korean peninsula and
the former-USSR.

● Attacks on mobile banking for business users
Mobile applications for business are gaining popularity,

which is likely to lead to the first attacks on their users.
There are enough tools for this, and the possible losses
that businesses incur would be much higher than the losses
incurred when individuals are attacked. 

The future of cryptocurrency
● Excessive expectations about the use of blockchain

beyond the cryptocurrency sphere will disappear
In the end, this trend will be driven by people rather

than the technology’s capability, as organizations and
industries come to the conclusion that blockchain has a
rather narrow scope of application, and most attempts to
use in different ways are not justified. The reliable applica-
tion of blockchain beyond cryptocurrency has been
explored and experimented with for years, but there is lit-
tle evidence of achievement. 2019 will be the year people
stop trying.

● Cryptocurrencies as a means of payment will
decline further

In 2017 a number of suppliers of goods and services
announced that they would accept cryptocurrencies as a
form of payment. However, in the face of huge commis-

sions (an acute problem in December 2017), slow transfers,
a large price for integration, and, most importantly, a small
number of customers, its use as a method of payment
declined steadily. In the end, the use of cryptocurrencies
by a legitimate business simply does not make much sense.

Until January 2018, there were immense highs and lows
in the price of Bitcoin. These is not expected to return as
the value of cryptocurrencies levels out to reflect their
popularity. There is a finite audience for whom cryptocur-
rencies are of interest, and once that limit is reached, the
price will not rise further.
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Made in Vietnam: 
Vingroup launches 
first smartphones
HANOI: Vietnam’s largest private conglomerate
Vingroup unveiled its first made-in-Vietnam mobile
phones on Friday in the fast-growing country where it
will face tough competition from tech giants like
Samsung, Oppo and Apple. The company, run by
Vietnam’s richest man, has built its core business in the
real estate and retail sectors but has branched out to
include car manufacturing, gene decoding and now

mobile phones.  The company’s mobile phone subsidiary,
Vinsmart, launched four phone models on Friday, priced
between $120 and $280. “(We are) aiming to bring to
our clients the opportunity to experience high-quality,
made-in-Vietnam products,” Nguyen Viet Quang,
deputy chairman of Vingroup, said at the launch event in
Ho Chi Minh City. The company said its factory in the
port city of Hai Phong has the capacity to produce five
million phones per year and could expand to smart TVs
and smart homes.

Vingroup acquired a 51 percent stake in Spanish con-
sumer electronics maker BQ earlier this year, which will
help with product development. On Friday Vinsmart
announced a patent licensing agreement with US chipmak-
er Qualcomm for mobile phone terminals. Vinsmart will face
tough competition in fast-growing Vietnam where middle-

class consumers with burgeoning budgets are buying
Samsung and Apple phones. Several smaller Vietnamese
firms already make their own mobile phones, but none have
taken off in the country where about a third of the country’s
93 million people are smartphone users.  Samsung held 37
percent of the market in the second quarter of this year,
while Oppo had 22 percent and Apple had about five per-
cent, according to Counterpoint analysis firm. 

Vinsmart’s phones are unlikely to be directly compet-
ing with expensive Apple models, and the company will
struggle to unseat Samsung right away, said Kenny Liew,
a telecommunications analyst at Fitch Solutions. “We don’t
think it will carve out a very significant market share, but
will likely be able to produce enough scale to generate a
profit on its investment,” he said. One major leg up for
Vinsmart will be easy access to retail space: the company

already has over 1,200 supermarkets and convenience
stores all over the country. Vingroup is owned by Pham
Nhat Vuong, a press-shy billionaire who started his career
selling dried noodles in Ukraine. He is worth an estimated
$6.7 billion, according to Forbes. His Vingroup cradle-to-
the-grave empire includes housing, resorts, farms, schools,
hospitals, shopping malls and cars. Vietnam is one of
Asia’s fastest growing economies, with GDP growth hit-
ting above five percent for the past five years.

That growth has largely been driven by exporting
cheaply manufactured goods, from Nike shoes and H&M
T-shirts and, increasingly, tech products like Samsung
phones and Intel processors as it moves up the value
chain. Around 60 percent of Samsung’s phones are made
in Vietnam, and last year Samsung products accounted
for about 20 percent of Vietnam’s exports.  — AFP 

META witnesses 17% increase in banking malware attack


