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Sophos Intercept X 
achieves highest 
scores in NSS Labs 
2019 AEP Test
KUWAIT: Sophos, a global
leader in network and end-
point security, announced
that its next- gen endpoint
solution, Sophos Intercept
X, was recognized for hav-
ing the highest security
effectiveness and the most
efficient TCO (total cost of
ownership) of the 19 end-
point security products
tested in the 2019 AEP
Group Test published by
NSS Labs. The 2019
Advanced Endpoint Protection (AEP 3.0) Group Test test-
ed 21 products from market-leading vendors out of which
19 comparable products were presented in the Security
Value Map (SVM). These products were examined for
security effectiveness and total cost of ownership (TCO).  

“Measuring cybersecurity product effectiveness is
unimaginably complex. With threats and attack techniques
increasing and evolving at an ever-accelerating rate, testing
houses need to make extraordinary investments in their
laboratories if they are to produce meaningful and rigorous
measurements of cybersecurity product effectiveness. But
just like all cybersecurity products are not equal, not all
testing houses are equal and this remains somewhat
opaque to the consumers of their reports, particularly when
there is insufficient transparency around methodologies or
execution details. Competent independent testing labs pro-
vide a great service to vendors and buyers, and are critical
to the cybersecurity ecosystem to drive higher standards
of protection for all,” said Joe Levy, Chief Technology
Officer, Sophos.

Sophos Intercept X includes advanced deep learning
technology, which delivers a massively scalable detection
model that is able to learn the entire observable threat land-
scape. With the ability to process hundreds of millions of
samples, deep learning can make more accurate predictions
at a faster rate with far fewer false-positives when com-
pared to traditional machine learning. Sophos Intercept X
also includes innovations in anti-ransomware and exploit
prevention, and active-hacker mitigations such as credential
theft protection. By integrating deep learning technology,
Intercept X is changing endpoint security from a reactive to
a predictive approach to protect against unknown threats. 

COLOMIERS: The first Airbus A380 to be delivered to All
Nippon Airways (ANA) is pictured on the tarmac of the
Airbus delivery center in Colomiers, southwestern France,
yesterday. —AFP

MLAD¡ BOLESLAV, Czech Republic: Once the butt of
jokes, Czech-made Skoda cars have won over Brits, but
the UK’s looming exit from the European Union could
deal a heavy blow to the brand and the entire Czech
economy. Britain is the fifth largest export market for
the Czech Republic, an EU member of 10.6 million peo-
ple heavily dependent on overseas shipments, especial-
ly cars.

British lawmakers voted to postpone Brexit from
March 29 to at least June, but a no-deal hard Brexit
that would slap high tariffs on imports like cars is still
possible.

Controlled by Volkswagen since 1991, Skoda exports
some 80,000 cars to Britain a year, almost 10 percent
of its annual output. In an e-
mailed statement, Skoda told
AFP it was “worried and
getting ready for all scenar-
ios” and called for a “solu-
tion acceptable for all par-
ties”, but declined to elabo-
rate.

Radek Spicar, vice-presi-
dent of the Czech
Confederation of Industry,
went further, warning that
the company might suffer a
heavy blow.

“A hard Brexit would mean 10-percent import duties
slapped on cars, and that would hurt,” he told AFP. “It
would stifle demand for cars. Companies like Skoda
wouldn’t collapse, but they would lose part of an
important market,” Spicar added.

“Besides, Britain is a symbolic market for Skoda-it
has come a long way from being the butt of jokes to
one of the most respected makes.” 

No joke anymore 
“How do you double the value of a Skoda? Fill the

tank with petrol,” went a popular joke about Skoda’s
clunky models produced in the 1980s when
Czechoslovakia-the predecessor of the Czech Republic
and Slovakia-was still communist. “Do you know why

Skoda has heated rear windows? So when you’re push-
ing it home in the winter, your hands stay warm,” said
another.

But Britons gradually melted-Skoda’s Fabia model
was named the car of the year by What Car? magazine
in 2000, while the Skoda Yeti became the best car to
own in a 2013 poll of 46,000 British drivers conducted
by the Auto Express magazine.

“Nobody is ashamed of driving a Skoda now, Jeremy
Clarkson praised it in Top Gear, it is driven by taxi driv-
ers,” said Spicar. “Britain is simply a symbolic, impor-
tant market, and Brexit would be terribly unpleasant for
the make.”

A hard Brexit would “slash Czech exports to the UK
by 20 percent, Czech GDP
growth by 1.1 points, and
employment by 40,000
staff”, analysts at the Ceska
sporitelna bank, a Czech
unit of Austria’s Erste Bank,
have warned. Czech com-
panies sell goods worth 210
billion koruna (8.2 billion
euros, $9.2 billion) to
Britain a year, with auto
exports making up more
than half of the total,

according to Ceska.
Accounting for more than 20 percent of Czech

industrial output, the car industry “is the most threat-
ened by Brexit because of its size within the economy”,
David Marek, chief economist at Deloitte Czech
Republic, told AFP. 

Three global carmakers with Czech plants turned
out more than 1.4 million cars in 2018, a new record,
with Skoda making up over 60 percent of that. South
Korea’s Hyundai, and TPCA, a joint-venture of Japan’s
Toyota and France’s Peugeot-Citroen, also have Czech
factories.

‘Hard Brexit would be unpleasant’ 
A thriving auto sector has been a major contributor

to economic growth lasting since 2013, with 3.0 percent

expansion last year following 4.5 percent in 2017.
Czech producers of electronics, nuclear plant compo-
nents, sweets, photo equipment and others are also
worried.

“We generate turnover of some 10 million euros in
Britain, which is about four percent of our total
turnover,” says Tomas Kolar, chief executive of Linet, a
producer of hospital beds and mattresses.

“A hard Brexit would be unpleasant but not critical,”
he added. For Linet, just like for car makers and other
companies, Brexit will most probably mean their prod-
ucts will have to get a fresh certificate for sales in the
British market. “This is a non-tariff trade barrier, inde-

pendent regulation present in all non-EU countries. It
may take time before we get the certificates,” said
Kolar.

Stocking up is a way to avoid problems, but Linet
could not do that as its products are tailor-made for
each hospital or clinic. Instead, it has stocked up on
welded mattress parts from a British supplier.

“We didn’t want to end up empty-handed, it would
hit us globally because we sell mattresses worldwide,”
said Kolar, who expects Britain to impose a 6.5 percent
duty on special mattresses made by Linet should a hard
Brexit occur. “It’s tough. I still hope they will find some
common sense,” he said.  —AFP

UK exit from EU could deal a heavy blow to Skoda brand and Czech economy

Rags-to-riches Skoda mulls 
post-Brexit sales miseries

A Skoda car leaves the plant of Czech carmaker Skoda Auto in Mlada Boleslav. Once the butt of jokes,
Czech-made Skoda cars have won over Brits, but the UK’s looming exit from the European Union could
deal a heavy blow to the brand and the entire Czech economy. —AFP

4 Cybersecurity 
questions every 
CISO should be 
ready to answer 
By Kevin Flynn

IT infrastructure often
grows up with a company.
New tools, applications,

systems, and user profiles are
bolted onto the greater whole
as the need for them emerges,
usually without being given
much strategic consideration.
Organizational silos spring up
around these additions as
teams discover that each new
tool requires new skills to
deploy and maintain. Before
long, the entire operation can
resemble a ramshackle old
house onto which each gener-
ation of homeowner has attached a new room.

Threats lurk in the dark corners. Unforeseen vulnerabili-
ties, aging tech, distributed data centers, network sprawl,
greedy insiders, and gullible users thrive. With the compo-
nents of enterprise IT infrastructure scattered and compart-
mentalized, it’s difficult for any one person or team to achieve
holistic visibility into the entire network.

Lack of visibility makes it difficult to find these siloed
threat vectors, and even tougher to address them once they
are found. That’s because, in most cases, the tools and tactics
available are only designed to tackle specific and unintegrated
areas of concern. We often see security tools being deployed
scattershot throughout the organization. We see teams in
operations, applications security, DevOps, network security,
machine learning, high performance computing teams,
Security Operations Center (SOC), and auditing and compli-
ance all pursuing and deploying their own discrete tools. And
there is no shortage of security tools. 

While these issues are nothing new, addressing them has
never been more urgent as the attack surface continues to
expand. In our work with IT and cybersecurity professionals,
we often hear about the challenges of protecting all the isolat-
ed apps-and the distributed computing and storage platforms-
in use throughout the enterprise. Operational technology (OT)
and internet of things (IoT) devices introduce their own sets of
problems, since these internet-connected solutions are often
deployed outside the auspices of the IT organization.

In most cases, organizations end up integrating apps
through APIs and putting a multitude of clouds under a single

management platform purview in order to manage the lot of
them at once. But even this approach is only a stopgap. It’s no
substitute for a holistic cybersecurity strategy which empha-
sizes visibility across the network and applies granular
insights about the threats that may be lurking among them, so
organizations can effectively prioritize responses. We call this
approach Cyber Exposure.

Cyber Exposure is an emerging discipline for managing
and measuring cybersecurity risk in the digital era. Cyber
Exposure transforms security from static and siloed visibility
to dynamic and holistic visibility across the modern attack
surface. It’s the foundation upon which to build a cybersecu-
rity strategy that accommodates the entirety of the modern
attack surface. 

Building a holistic cybersecurity strategy using the disci-
pline of Cyber Exposure enables you to answer each of these
four questions about your organization at any point in time:

How secure - and exposed - are we? Answering this
question requires visibility into all aspects of the organiza-
tion’s attack surface-including cloud resources, containers,
industrial control systems, and mobile devices, which may or
may not be on the radar of IT. It involves taking inventory of
where specific threats to your company exist. For example, if
your organization is particularly diligent about deploying
patches, then the latest Windows vulnerability may not be as
big a concern as it would be for an enterprise that hasn’t
patched its systems in seven years. By coming to terms with
where your exposures are - or where they are likely to be -
you reveal the larger picture of what’s at risk.

What should we prioritize? The answers to this question
should be based on a combination of threat intelligence to
understand the exploitability of the issue and asset criticality
to understand the business context of the asset. Effective
prioritization of vulnerabilities needs to take in the business
context in order to optimize your efforts, resources, and
budget. It enables you to zero in on protecting the vulnera-
ble areas likely to cost your organization the most in terms
of labor, penalties, time, recovery, and reputation. It also
helps reduce alert fatigue, as you can then prioritize how
your team responds to vulnerabilities based on how critical
the affected assets are to your business and the likelihood a
given vulnerability will be exploited.

How are we reducing exposure over time? Your ability to
answer this question is a measure of your progress. You’ll
need to identify the metrics and KPIs against which you’ll
measure your efforts. Such metrics should be viewable by
business unit, geography and asset type. The goal is to
understand how your exposure profile is changing month to
month, quarter to quarter, and year to year, so you can help
your business-side colleagues and the c-suite understand
whether the company’s investments in cybersecurity are
paying off.

How do we compare to our peers? Answering this ques-
tion forces you out of your company’s internal bubble to
help you understand how your cybersecurity practices stack
up against those of others in your field, as well as those in
other industries. How your organization ranks against indus-
try peers, and against best-in-class security, is an important

dialogue for every Board of Directors to have to drive a
more strategic discussion and help ensure the board is
upholding their fiduciary responsibility in providing the
proper risk oversight for the company. Cyber risk is no dif-
ferent than other business risks and should be managed and
measured the same way.

Your ability to accurately answer these four questions is
vital to understanding the total risk exposure and the effec-
tiveness of your cybersecurity measures. But if you’re deal-
ing with a heavily compartmentalized IT infrastructure, it
may seem daunting to know where to even start moving
toward a more holistic strategy.

Here are three tips you can begin using today to help you
begin your journey toward a holistic cybersecurity strategy.

l From phishing to fishes, look deeper and broader for
vulnerabilities. The next attack is likely to come from an
unknown and unexpected direction. The infamous casino
aquarium hack, where hackers grabbed 10 GB of data from a
casino via the internet-connected sensors in a fish tank, is a
perfect example. Indeed, given the fast-growing number of
IoT devices and their accompanying opportunities for bad
actors to enter, security teams will have to continuously
update their list of vulnerabilities. But IoT devices are not
the only hidden corners that need to be illuminated and
secured against threats. Don’t forget about cloud services
and cloud environments, containers, video surveillance sys-
tems, industrial control devices, point-of-sale fixtures, HVAC
systems, and any other internet-connected system which is
not typically handled by the IT/SecOps teams. For example,
in September, Tenable researchers revealed their discovery
of Peekaboo, a vulnerability potentially affecting hundreds
of thousands of internet-connected cameras used in video
surveillance systems. Make sure your security teams are tru-
ly looking everywhere and are armed with tools designed to
sniff out vulnerabilities as they appear in new places.

l Not all assets are created equal. It’s imperative to know
which assets are most critical to your business in order to
respond the threats forcefully and appropriately. An iPad
used by your company’s CFO may be a more high-value tar-
get than the iPad used at the reception desk to sign in visi-
tors. Make sure you’re focusing on your most critical assets
first. Take the time now to determine the criticality of each
asset and rank its importance in terms of response times.
Then update this information regularly. Asset tagging is a
good place to start building an inventory of assets based on
their criticality. Remember to include compliance require-
ments, such as GDPR, HIPAA, and PCI, as part of your asset
criticality assessment.

l Prioritize remediation. Only a small percentage of the
thousands of vulnerabilities disclosed every year are ever
actually exploited. You need insight into which vulnerabili-
ties are currently being exploited in the wild, along with
early warnings about those likely to be attacked in the near
future. Having access to this kind of information allows
security teams to prioritize their threat response based on
the criticality of the asset, threat intelligence, and probabili-
ty analysis. Note: Kevin Flynn  is Sr Manager, Product
Marketing, Tenable 

Joe Levy, CTO, Sophos
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Japan government
downgrades 
economy view 
TOKYO:  Japan’s government downgraded its assessment of
the economy in March for the first time in three years, blam-
ing a bruising US-China trade war for slumping exports and
industrial output.

The Cabinet Office, which helps coordinate government
policy, said yesterday the economy is in gradual recovery,
but exports and output are showing signs of weakness.

The monthly economic report for March was a down-

grade from February, when the Cabinet Office simply said
the economy is in gradual recovery. The March report gave
a pessimistic outlook, saying this bout of weakness could
continue for some time in the future.

The downbeat assessment could fuel calls for the gov-
ernment to delay a nationwide sales tax hike scheduled for
October, and increase speculation that the Bank of Japan
(BOJ) will take some steps to bolster economic growth.
Exports fell for a third straight month in February and
industrial output in January saw its sharpest decline in a
year as tit-for-tat tariffs between Washington and Beijing
slowed China’s economy and reduced demand for mobile
phone parts and chip-making equipment from Japan.

The Cabinet Office downgraded its assessment of indus-
trial production for the second consecutive month, saying it
has shown signs of weakness and flatlined. Despite the
damage from the trade war, Japan’s economy should contin-

ue to grow moderately because consumer spending and
capital expenditure are holding up, a Cabinet Office official
told reporters at a briefing.

For March, the government left unchanged its assess-
ment that consumer spending is recovering and capital
expenditure is increasing. However, there are concerns
that companies will start cutting capital expenditure plans
for fiscal 2019 in April due to uncertainty about global
trade policy.

Japan’s manufacturing sector is exposed to the trade war
because it sends electronic parts and capital goods to
China, where they are used to make finished products des-
tined for the United States.

The government is scheduled to raise the nationwide
sales tax to 10 percent from 8 percent in October, but
there are concerns this will weaken consumer spending
and harm growth. —Reuters


