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KUWAIT: Kuwait, Bahrain and Norway have rolled 
out some of the most invasive COVID-19 contact 
tracing apps around the world, putting the privacy 
and security of hundreds of thousands of people at 
risk, an Amnesty International investigation reveals. 

Amnesty’s Security Lab reviewed contact tracing 
apps from Europe, Middle East and North Africa, in-
cluding a detailed technical analysis of 11 apps in Al-
geria, Bahrain, France, Iceland, Israel, Kuwait, 
Lebanon, Norway, Qatar, Tunisia and United Arab 
Emirates, some of which ranged from bad to danger-
ous for human rights. Bahrain’s ‘BeAware Bahrain’, 
Kuwait’s ‘Shlonik’ and Norway’s ‘Smittestopp’ apps 
stood out as among the most alarming mass surveil-
lance tools assessed by Amnesty, with all three ac-
tively carrying out live or 
near-live tracking of users’ lo-
cations by frequently uploading 
GPS coordinates to a central 
server. 

On Monday, the Norwegian 
government announced it 
would press pause on using its 
contact tracing app. The deci-
sion came just hours before 
Amnesty International pub-
lished its analysis and after the organization shared 
its findings with the Norwegian authorities and the 
country’s data protection agency on June 2. Amnesty 
International also met with the head of development 
for the ‘Smittestopp’ app on June 10. 

“Bahrain, Kuwait and Norway have run roughshod 
over people’s privacy, with highly invasive surveil-
lance tools which go far beyond what is justified in 
efforts to tackle COVID-19,” said Claudio Guarnieri, 
Head of Amnesty International’s Security Lab. 

“The Norwegian app was highly invasive and the 
decision to go back to the drawing board is the right 
one. We urge the Bahraini and Kuwaiti governments 
to also immediately halt the use of such intrusive apps 
in their current form. They are essentially broadcast-
ing the locations of users to a government database 
in real time – this is unlikely to be necessary and pro-
portionate in the context of a public health response. 

Technology can play a useful role in contact tracing 
to contain COVID-19, but privacy must not be an-
other casualty as governments rush to roll out apps.” 

 
Mass Surveillance Tools 

Contact tracing apps in Bahrain, Kuwait and Nor-
way follow an invasive centralized approach, posing 
a great threat to privacy. These systems capture lo-
cation data through GPS and upload this to a central 
database, tracking the movements of users in real-
time. Qatar’s “EHTERAZ” app is capable of optionally 
activating live location tracking of all users or of spe-
cific individuals (at the time of writing it remains 
turned off). 

Authorities in all these countries can easily link this 
sensitive personal information 
to an individual, as Qatar, 
Bahrain and Kuwait require 
users to register with a national 
ID number, while Norway re-
quires registration with a valid 
phone number. 

Other apps assessed by the 
Security Lab such as Tunisia’s 
“E7mi”, also follow a central-
ized model, but instead of 

recording GPS coordinates, they use Bluetooth prox-
imity scanning to monitor contact between users in 
real time. Qatar’s “EHTERAZ” records and uploads 
Bluetooth contact between users’ devices, along with 
the GPS coordinates of the encounter. 

A major security vulnerability was identified in 
Qatar’s EHTERAZ app, which exposed sensitive per-
sonal details of more than one million people. This 
was especially concerning as the app was made 
mandatory to use on May 22. The vulnerability was 
fixed after Amnesty alerted the authorities to the dis-
covery at the end of May. The security flaw would 
have allowed cyber attackers to access highly sensi-
tive personal information, including the name, national 
ID, health status and designated confinement location 
of users. 

Tracing apps from countries such as France, Ice-
land and United Arab Emirates use a centralized 

model, but information on contact between devices 
is uploaded only when users voluntarily decide to re-
port themselves as symptomatic or at the request of 
the health authorities. Such voluntary and consensual 
uploads at least reduce the risk of mass surveillance, 
as data is not automatically uploaded. The centralized 
model of France’s contact-tracing app combined with 
the lack of transparency over how data is stored 
raises questions as to whether the users’ information 
could be deanonymized. 

“Governments across the world need to press 
pause on rolling out flawed or excessively intrusive 
contact tracing apps that fail to protect human rights. 
If contact tracing apps are to play an effective part 
in combating COVID-19 people need to have confi-
dence their privacy will be protected,” said Claudio 
Guarnieri. 

 
New forms of surveillance 

Bahrain’s app was even linked to a national televi-
sion show called “Are You at Home?”, which offered 
prizes to individuals who stayed at home during Ra-
madan. Using contact details gathered through the 
app, 10 phone numbers were randomly selected every 
day using a computer program, and those numbers 
were called live on air to check if the app users were 
at home. Those who were won a prize. Inclusion in the 
television program draw was initially mandatory until 
Bahrain’s Information and eGovernment Authority 
added an option to its BeAware Bahrain app allowing 
users to ‘opt out’ of participating in the television com-
petition. The Bahraini authorities have also published 
online sensitive personal information of suspected 
COVID-19 cases, including an individual’s health sta-
tus, nationality, age, gender and travel history. 

Both the Bahraini and Kuwaiti apps can pair with 
a Bluetooth bracelet which is used to make sure the 
user remains in the vicinity of the phone, in order to 
enforce quarantine measures. The Kuwait app regu-
larly checks the distance between the Bluetooth 
bracelet and the device, uploading location data 
every 10 minutes to a central server. 

Location data and additional diagnostic informa-
tion from the Bluetooth bracelet linked to the 

BeAware Bahrain app is frequently sent to a central 
server. It is mandatory for all individuals registered 
for home quarantine to wear the bracelet and those 
who do not can face legal penalties under the Public 
Health Law No. 34 (2018), including imprisonment for 
at least 3 months and/or a fine of between BD1,000 
and BD10,000 (approximately $2,700, and $27,000 
respectively). 

 
Privacy and human rights by design 

Contact tracing is an important component of ef-
fective pandemic response, and contact tracing apps 
have the potential to support this objective. However, 
in order to be human rights compliant, contact tracing 
apps must, among other things, build in privacy and 
data protection by design, meaning any data col-
lected must be the minimum amount necessary, and 
securely stored. All data collection must be restricted 
to controlling the spread of COVID-19 and should 
not be used for any other purpose - including law en-
forcement, national security or immigration control. 
It must also not be made available to any third party 
or for commercial use. Any individual decision to 
download and use contact tracing apps must also be 
entirely voluntary. Any data collected must remain 
anonymous, including when combined with other 
data sets. 

“Governments rolling out centralized contact trac-
ing apps with real-time location tracking need to go 
back to the drawing board. There are better options 
available that balance the need to trace the spread of 
the disease without hoovering up sensitive personal 
information of millions of people,” said Claudio 
Guarnieri. — Amnesty International 
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KUWAIT: Online appointments for passport re-
newal were introduced by the Philippine Embassy 
in Kuwait recently to help Filipinos whose passports 
have expired or will expire soon. According to the 
embassy, this is a temporary measure as the world 
battles the coronavirus pandemic. The embassy’s 
consular section is only handling passport matters, 
while other services are suspended until the situa-
tion normalizes. 

During the lockdown, hundreds of Filipinos were 
unable to renew their passports as Kuwait imple-
mented strict measures to counter the spread of the 
virus. Last month, Kuwait announced new rules to 
automatically extend the validity of expats’ visas 
until the end of August. But visas of foreign residents 
cannot be renewed if passports are valid for less 
than a year. 

“Me and my coworker insisted to come today 
without online appointments because we are help-
less - we need to renew our visa. And in order for 
me to renew it, I should have more than one year of 
validity of my passport,” said Janice, an applicant at 
the embassy on Monday. The passports of Janice 

and her colleague will expire in mid-2021, but they 
have to renew them since their iqamas are expiring 
soon. “We waited for the online appointment for 
long, but the only slot available was at the end of 
2021. We were furious why the system is like that,” 
she said. 

Janice was just one of many people at the em-
bassy on Monday who were complaining and expe-
riencing similar situations. A household service 
worker at the embassy also experienced difficulties 
in securing an online appointment. “Since they 
opened the online appointment at the embassy, we 
were trying to secure the date when we could come, 
but we couldn’t, so I came to ask anyway. My visa 
expired in March and my passport has also expired. 
I hope they listen to us and add more personnel so 
they can accommodate more applicants,” she said. 

However, according to Vice Consul Charleson 
Hermosura, the situation is controlled by the min-
istry of health. “We need to follow the local proto-
cols of the host government. They are very strict in 
implementing the five-phase plan because it’s for 
our own good,” he said. He explained the limited 
slots for the renewal of passports was due to the 
current circumstances and the precautionary meas-

ures undertaken by  the embassy.  
“Besides, we have limited staff now because some 

of the embassy staff are locked down in Hawally.  We 
are trying to improve the services as much as pos-
sible. Perhaps after the lockdown we could increase 
the quota. But then again it depends on the interior 
ministry’s   decision,” Hermosura added. 

To apply for an appointment, one must visit the 
embassy website. “I advise Filipinos to stand by for 
the announcement of the opening of the Philippine 
Embassy appointment link for the renewal of their 
passports. As much as we want to serve all, but 
when we open the link, it is like a marketplace - first 
come, first serve. So we encourage you to fre-
quently visit the embassy page to get the online ap-
pointment from Thursday afternoon to Saturday 
evening,” he said. 

At the embassy, applicants are not allowed to 
enter the premises and will be met outside the gate 
of the embassy in a holding area. “We call upon Fil-
ipinos to practice social distancing, proper hygiene 
and always clean hands with soap and sanitizers,” 
he said. “We want all Filipinos to be safe and hope-
fully everything will be back to normal sooner rather 
than later,” he said. 

Philippine Embassy introduces online passport 
renewal appointments as frustration mounts 
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KUWAIT: Criminal detectives busted a 12-man 
gang of various nationalities who gave pharma-
cies dud chques for purchases of gloves, masks 
and sterilizers. A security source said a phar-
macy owner told police he accepted an offer 
from a person to sell him his stock of the gloves, 
sterilizers and  masks, so he sent a representa-
tive who took the products to the clients and 
was handed a chque. The pharmacy owner went 
to the bank to cash the chque but it bounced, so 
he reported it to police. Detectives who worked 
on the case found out that it was not the first 
time such crime was committed. Further inves-
tigations revealed that there were 12 persons 
who resold the goods to supermarkets, and po-
lice were able to arrest three suspects, who con-
fessed to committing the described crimes and 
led police to the rest, who were also detained 
and sent to concerned authorities. 

12 persons used 
fake chques to 
buy gloves, masks 

KUWAIT: Kuwait National Guard Undersecretary Lt Gen Hesham Al-Refaie recently visited security checkpoints in Khaitan where KNG personnel regulate entrance and exit of vehicles in and out of 
the locked down area. 


