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SAN FRANCISCO: After turning Twitter upside
down, Elon Musk tried to clarify his plans for content
moderation, a key issue for the future of the influential
platform after the departure of advertisers and top
executives. Musk on Friday said he had reinstated cer-
tain banned accounts on his site, but added that no
decision had been made on welcoming back former US
president Donald Trump.

Twitter watchers have been tracking closely to see
whether Musk will reinstate Trump, banned for inciting
last year’s attack on the Capitol by a mob seeking to
overturn the results of the 2020 election.

The reinstatement of accounts ousted for violating
Twitter’s content moderation rules has been seen as a
bellwether of where Musk, a self-described “free
speech absolutist,” wants to take the site.

In the same blast of tweets, Musk unveiled a new
method for handling future hateful or “negative” con-
tent that seemed to seek a balancing act between
unadulterated free speech and some form of policing
on the site. Finding a solution to content moderation
became especially urgent after Musk’s fist major rejig
to the site-expanding a paid subscription service-
sparked an embarrassing spate of fake accounts that
sent advertisers running. “New Twitter policy is free-
dom of speech, but not freedom of reach,” Musk tweet-

ed on Friday. “Negative/hate tweets will be max
deboosted & demonetized, so no ads or other revenue
to Twitter,” he wrote.

‘Core principle’ 
In essence, Musk seemed to be pointing to a policy

similar to strategies at YouTube, the Google-owned
video platform, where some provocative content is giv-
en less priority in the site’s algorithm, but is not entirely
taken down. “You won’t find the tweet unless you
specifically seek it out, which is no different from the
rest of the Internet,” Musk said.

Ella Girwin, his newly installed chief of trust and
safety, called Musk’s approach “a core principle for
Twitter... helping us ensure we maintain a healthy plat-
form.” To make his point, Musk then announced the
reinstatement of three twitter accounts that had been
banished for violating Twitter’s content moderation
policies. Canadian psychologist Jordan Peterson was
suspended from Twitter in June, before Musk’s owner-
ship, following a post about transgender actor Elliot
Page that broke the site’s rules on hateful conduct.
Peterson had often made comments against the rights
of transgender people and was asked by Twitter to
remove the post on Page.

The Babylon Bee, a conservative parody site, was

banned in March for similar tweets against Rachel
Levine, a trans woman serving as US assistant secre-
tary of health.

The third account, belonging to comedian Kathy
Griffin, was banned earlier this month when Musk
cracked down on accounts that impersonated others.
Griffin, who has two million Twitter followers, switched
her username to Elon Musk, taking advantage of the
website’s relaxed oversight under the billionaire.

‘Catastrophic’ 
In an opinion piece in the New York Times, Twitter’s

former content chief Yoel Roth said it was a “near cer-
tainty” that Trump would be returned to the site.
Expanding at length on why he had left Twitter last
week after seven years, Roth said that Musk was facing
a huge challenge to achieve his free speech vision. Roth
warned his former boss that advertisers, which he “nei-
ther controls nor has managed to win over,” would
pose a clear threat to his revenue stream if they were
spooked by the site’s direction.

And even if he found another way to make money,
regulators in the United States, Europe and India were
also wary, threatening Twitter with big fines or govern-
ment interference if the platform fails to play by the
rules. But most of all, Roth said it will be the app stores
run by Apple and Google’s Android that hold the great-
est sway over the future of Twitter.

“Failure to adhere to Apple and Google’s guidelines
would be catastrophic,” Roth warned. Their often
vague rules on content could see access by users to
Twitter’s phone app switched off immediately and by
diktat from competing big tech companies. “Twitter will
have to balance its new owner’s goals against the prac-
tical realities of life on Apple and Google’s internet,”
said Roth. —AFP
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WASHINGTON: Elon Musk (left) listening to US President
Donald Trump at the White House in Washington, DC, in this
January 23, 2017 file photo. — AFP

Kaspersky shares threat 
landscape insights and 
predictions for 2023 
KUWAIT: Kaspersky has shared the evolution of the
digital threat landscape in the Middle East, Turkey and
Africa (META) region and worldwide during its annual
Cyber Security Weekend - META, which took place in
Jordan. Kaspersky experts discussed various topics and
threats specifically facing enterprises, businesses and
industrial organizations and shared threat predictions for
the upcoming year. A special focus was made on security
for emerging technologies, such as robotics, IoT, and crit-
ical industry-specific threats - these technologies should
be addressed through a secure by design approach such
as Kaspersky’s Cyber Immunity.

“Today’s hyper-connected world requires us to
reconsider the way we do cybersecurity. We need to shift
toward a more reliable approach - one with no room for
error. This is why we’re working on developing Cyber
Immune products with “innate” protection against
cyberthreats. Most attacks on the Cyber Immune sys-
tems are ineffective. It’s through events like this one in
Jordan that we’re able to share our innovations and edu-
cate our audience about a safer and more resilient digital
world where Cyber Immunity is the new norm,” said
Eugene Kaspersky, CEO of Kaspersky.

During the event, experts shared the latest threat sta-
tistics from the region. According to Kaspersky Security
Network statistics, about every third user in the META
region was affected by online and offline1 threats in
January-September 2022. Focusing on the Middle East,
Qatar had the highest number of users affected by online
threats (39.8 percent). Followed by Bahrain (36.5 percent),
Saudi Arabia (33.3 percent), UAE (32.9 percent) and
Kuwait (32.5 percent). Fewer users were affected in Egypt
and Jordan (28.1 percent and 28 percent respectively).

The highest numbers of offline threats in the Middle
East were reported in Egypt (42.4 percent), Qatar (33.9
percent), and Jordan (33.2 percent). Bahrain (32.4 per-
cent), UAE (32.3 percent), Kuwait (32.3 percent) and
Saudi Arabia (32 percent) had the lowest numbers of
affected users in the Middle East by local threats.

Increase in APT intrusions in the META region
In 2022 there has been an increase in the number of

persistent and sophisticated attacks targeting various
states in the META region. Starting from the most
recent threat actor Metador targeting telecommunica-
tion companies, HotCousin expanding its operations to
this region, the numerous campaigns deploying various
IIS backdoors, DeathStalker and Lazarus attacking
multiple industries there and a mysterious SSP-library
backdoor discovered on governmental and non-profit
entities, there were several new threats active in the
region over the last year. 

2023 predictions - what’s next? 
The 2023 forecast is based on Kaspersky expertise

and the activity witnessed this year while tracking more
than 900 APT groups and campaigns.
• The next WannaCry and drones for proximity hack-

ing. Statistically, some of the largest and most impact-
ful cyber epidemics occur every six to seven years.
The last such incident was the infamous WannaCry
ransomware-worm, leveraging the extremely potent
EternalBlue vulnerability to automatically spread to

vulnerable machines. Kaspersky researchers believe
the likelihood of the next WannaCry happening in
2023 is high. One potential reason for an event like
this occurring is that the most sophisticated threat
actors in the world are likely to possess at least one
suitable exploit, and current global tensions greatly
increase the chance that a ShadowBrokers-style
hack-and-leak could take place.

Major shifts will be reflected in new types of targets
and attack scenarios too, as experts believe next year, we
may see bold attackers become adept at mixing physical
and cyber intrusions, employing drones for proximity
hacking. Some of the possible attack scenarios include
mounting drones with sufficient tooling to allow the col-
lection of WPA handshakes used for offline cracking of
Wi-Fi passwords or even dropping malicious USB keys
in restricted areas in hope that a passerby would pick
them up and plug them into a machine.

Other advanced threat predictions for 2023 include:
• SIGINT-delivered malware. One of the most potent

attack vectors imaginable, which uses servers in key
positions of the internet backbone, allowing man-on-
the-side attacks, may come back stronger next year.
While these attacks are extremely hard to spot,
Kaspersky researchers believe they will become
more widespread and will lead to more discoveries.

• The rise of destructive attacks. Given the current
political climate, Kaspersky experts foresee a record
number of disruptive and destructive cyberattacks,
affecting both the government sector and key indus-
tries. It is likely that a portion of them will not be easi-
ly traceable to cyberattacks and will look like random
accidents. The rest will take the form of pseudo-ran-
somware attacks or hacktivist operations to provide
plausible deniability for their real authors. High-pro-
file cyberattacks against civilian infrastructure, such
as energy grids or public broadcasting, may also
become targets, as well as underwater cables and
fiber distribution hubs, which are challenging to
defend.

• Mail servers become priority targets. Mail servers
harbor key intelligence, making them valuable to APT
actors, and have the biggest attack surface imagina-
ble. The market leaders in this industry have already
faced exploitation of critical vulnerabilities, and 2023
will be the year of 0-days for all major email pro-
grams.

• APT targeting turns toward satellite technologies,
producers and operators. There is evidence of APTs
being capable of attacking satellites, with the Viasat
incident as an example. It is likely that APT threat
actors will increasingly turn their attention to the
manipulation of, and interference with, satellite tech-
nologies in the future, making the security of these
technologies ever more important.

• Hack-and-leak is the new black. The new form of
hybrid conflict that unfurled in 2022 involved a large
number of hack-and-leak operations. These will per-
sist in the coming year with APT actors leaking data
about competing threat groups or disseminating
information.

• More APT groups will move from CobaltSrike to oth-
er alternatives. CobaltStrike, a red-teaming tool, has
become a tool of choice for APT actors and cyber-
criminal groups alike. It has gained significant atten-
tion from defenders, making it likely that attackers
will switch to new alternatives such as Brute Ratel C4,
Silver, Manjusaka or Ninja, all offering new capabili-
ties and more advanced evasion techniques.

Young Africans at 
show grassroots 
innovations 
SHARM EL-SHEIKH: While negotiators at the UN
climate meeting have haggled over policy on global
warming, young African innovators showcased their
grassroots innovations to tackle environmental pres-
sures. Growing up in Kenya’s capital Nairobi, Calvin
Shikuku, 24, said he saw the piles of festering garbage
in his informal settlement, a community plagued by
poverty, joblessness and high energy prices. Together
with other young people, he started to collect organic
waste and press it into fuel briquettes as an alternative
to dirty charcoal, said the founder of social enterprise
Motobrix. “We found that we can utilize more than 30
percent of the waste in our community which would
otherwise end up in the environment, pollute our rivers
and lead to disease outbreaks,” he told AFP.

The UN mega-event in Egypt billed “the African
COP” hosted a children’s and youth pavilion and recog-
nized an official youth constituency-yet, many young
advocates said they have felt overlooked.

“It’s very hard to find young people’s voices actually
affecting negotiations,” said Vicky Aridi, who works
with UNICEF’s Generation Unlimited project. She
argued it is often younger people who come up with
practical “bottom-up approaches” to address environ-
mental problems and innovate “at the grassroots that
bear the brunt of climate change”. Shikuku agreed: “I
don’t think technical young people are taken very seri-
ously. Maybe it’s because people think we don’t have
enough experience, but we are at the forefront of the
climate change issue, and we are offering practical
solutions.”

Solar lamps from e-waste 
Zimbabwean Aluwaine Tanaka Manyonga, also 24,

said he remembers studying “by candlelight” for pri-
mary school exams in 2010 as the capital suffered fre-
quent blackouts. Nine years later, drought depleted
water levels in Lake Kariba, the country’s main source
of hydro-electric power, plunging Zimbabwe into its
worst power crisis since independence in 1980.

But by then Manyonga, an electrical engineer, was
working by the light of his own invention, the Chigubhu
Lantern-a hand-held solar-powered lamp made of
repurposed electronic and plastic waste.

Manyonga and his group, Zambezi Ark Technologies,
went on to develop an off-grid solar-powered lighting
system for schools and homes in the country, over half
of which still lack a stable power supply.

He was honoured at the COP27’s youth pavilion,
which he attended virtually. Another participant, Joyce

Nyame from Ghana, coordinates the Duapa
Afforestation Pilot Project, which trains young people to
plant trees and then monitor their growth using citizens
and drones to collect data.

“For nature-based solutions to work, they need to
come from the community’s indigenous knowledge,”
Nyame told AFP. “Through the use of nature-tech to
translate this knowledge into data that policymakers can
understand, we are able to amplify the voices of these
young people.”

‘Treat problem, not symptoms’ 
Sudanese medical student and climate activist Watan

Mohamed, 22, who worked on the Global Youth
Statement presented to the COP27 presidency, said
people like her should be in the room pushing leaders to
do more. Mohamed told AFP that climate change is not
just a policy matter for her but a life-and-death issue.
Poverty-stricken and conflict-torn Sudan is the world’s
fifth most vulnerable country to the impacts of climate
change, according to Notre Dame University in the
United States.

Hit by intense floods, Sudan “doesn’t have a strong
infrastructure system, so water stays there for weeks,
which creates the perfect habitat for mosquitoes that
cause diseases”, Mohamed said.

“I have had malaria three times this year,” she said-
among the more than 1.7 million cases recorded so far
this year in Sudan, according to the health ministry. “As
doctors, we’re meant to treat the problem at its roots,
not just the symptom,” said Mohamed. “And the cause is
climate change, which is why we need to advocate for
climate solutions.” — AFP

Japan inflation 
hits four-decade 
high in October
TOKYO: Japanese inflation hit a four-decade high last
month, government data showed Friday, fuelled by high
energy costs and a weak yen and ramping up pressure
on the central bank to move away from its ultra-loose
monetary policies. Core consumer prices excluding
volatile fresh food rose 3.6 percent on-year in October,
marginally higher than analyst expectations.

The reading marked the fastest pace since 1982,
although it remains below the sky-high levels that have
pummeled the United States and other countries. In
reaction to the data, chief cabinet secretary Hirokazu
Matsuno told reporters the government “must protect
people’s livelihoods from these price rises”.

“Price increases have continued for items closely
related to daily life such as utilities and food, due to ris-
ing raw material prices and the weak yen,” he said. The
government said last month it would spend $260 billion
on an economic stimulus package that includes support
for energy bills, which have spiked since Russia’s inva-
sion of Ukraine in February. “Policies targeting energy
and food, which are the main causes of high prices” are
included in the relief measures, Matsuno said as he
vowed to “pass the extra budget as soon as possible”.

Darren Tay, Japan Economist at Capital Economics,
told AFP that the impact of inflation on the average con-
sumer was “very real”. Prime Minister Fumio Kishida

has responded with an “aggressive” stimulus package
because “he knows that his electorate is not too happy
with rising prices”, Tay added.

Economy ‘on shaky footing’ 
When energy prices were not taken into account,

October’s inflation was a more moderate 2.5 percent,
but still higher than in September. The headline core
consumer price index (CPI) has now risen for 14 straight
months-putting pressure on the Bank of Japan to tweak
its longstanding monetary easing policies. The US
Federal Reserve and other central banks have sharply
hiked interest rates this year to tackle inflation.

But Japan, which since the 1990s has swung
between periods of sluggish inflation and deflation, has
gone against the grain and continues to keep interest
rates at ultra-low levels as it tries to kickstart the torpid
economy. Although inflation is now higher than the
two-percent targeted by the Bank of Japan for the past
decade, it sees the recent price rises as temporary and
says there is no reason to change course. The starkly
different approaches taken by the BoJ and the Fed have
driven down the value of the yen against the dollar this
year from levels of around 115 yen per dollar in March
to 140 on Friday, having hit a 32-year low of 151 yen
last month. But while the bank keeps a close watch on
inflation, Tay added: “I still don’t think it’s enough for
them to change their policy at this point.” One reason is
that Japan’s latest growth data, released on Tuesday,
showed a surprise contraction of the world’s third-
largest economy in the July-September quarter. “That
shows the bank very clearly that the economy is actu-
ally on much shakier footing than they might otherwise
have expected,” Tay said.—AFP

SHARM EL SHEIKH: Guinea’s Minister of Environment
Louopou Lamah delivers a speech at the Sharm el-
Sheikh International Convention Centre, in Egypt’s Red
Sea resort city of the same name, during the COP27 cli-
mate conference.—AFP


